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SECURITY QUALITY CONTROL

MeXayHapoaHbIN BEHAOP
KomnaHuAa ocHoBaHa B 2014 r.
200+ net KymynatmsHoro onbitTa B b

OnbiT 100+ SIEM npoeKToB

TexHonornyeckme napTHEpDLI:
HPE ArcSight, IBM QRadar, Splunk,

Qualys, Vulners

MNoakact «MeTogonornu sHeapeHunsa SIEM» https://risspa.podster.fm/23



muccma SOC Prime:

Mbl nomoraem KOMNaHUAM YAYYLLUTb Ka4eCTBO U 3pesioCTb Kubep-
6e3onacHocTu

MoBbileHMe KayecTBa paboTbl SOC 3a cyeT HeNnpepbIBHOrO MOHUTOPUHIA N obecnevyeHnn
NPO3pPaYHOCTU OLLEHKM PaboTbl TEXHUYECKOW NOoAAEPIKKN.

CHuKeHune obwen ctommocTtn BnageHmna SOC 3a cyet aBToMaTM3aumm onepauum mn
obmeHa aHaNAUTUYECKMMM NPaBUIaMm 0OHAPYKEHNA NUHUNAEHTOB.

KoHTponb pe3ynbratoB pabotbl SOC B BUAE MOHATHOM PYKOBOACTBY.
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BoamoxxHoctu SOC Prime:

Hawwn cobcTBeHHble nccnegoBanua: basa 3HaHUW 1 aecATUNETUS NoBceaAHEBHOM npakTuku B UB, 200 + net
COBOKYMHbIM ONbIT HALLIUX COTPYAHMKOB
nobanbHble ctaHaapTbl: 6a3a 3HaHuM SANS, MITRE ATT&CK, Lockheed Martin Cyber Kill Chain
Cob6CcTBEHHbIE M OTKPbITbIE a/ITOPUTMbI MALLWMHHOIO 0byyeHus
Mbl 3anyckaem mogenb SaaS Business, MO3TOMY Mbl HE MPOCTO «B 0ba1aKe», HO U NoAAepPKMBAEM NOJIHOCTLIO
OTKa30ycTon4mByto apxutektypy B AWS, On-Premise nnum Offline (6e3 NHTepHeTa)
Moaaeprka, 06HOBAEHUA U cAYKObl TAM BKAOYAOTCA B KarKAyHo NOAMUCKY

Mbl pellaem Hanbosee cioxHble 3a4a4m 6€30NacHOCTM € Hawen NnaTPopmMoit, ycayramm n napTHepamm
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Hy Bce ... Kynunanm

N3 KopobKHK OXKunaaHue PeanbHocTb
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OCTOPOXHO: panbuie npumepbl Ha ArcSight

ArcSight:
“I'm old, not obsolete.”




JaHHble ana SOC Ha npumepe ArcSight

[Application Data

: Log Data

:Network Data

:Intelligence Data

[Asset Data

~
~

Diagnostic Data
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TpeHabl: SIEM =//= SOC
- e i -

30% npoekToB SIEM He numetot BbligeneHHbix FTE nuan 1 FTE max
CpeaHun paamep komaHabl SIEM <= 3 cneynanmncros
BONbLIMHCTBO NPOEKTOB HE MMEIDT BblaesneHHoro SIEM agmunHucTpaTopa

ek Cnpoc 1 geduumnT Ha cneumanmcToB BblICOKOro Kaacca SIEM poctyt —
==  Hwuiskue 6romKeTbl Ha 0byyeHne NepcoHana ABAAIOTCA 0BbIYHbIM ABJEHNEM, =
== ocobo octpo B LeHTpanbHou n BoctouHon Espone 1 CHF o

e :
= YaepaHue nepcoHasa npoLEece He NPoCTon
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C6bop AaHHbIX
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C6op AaHHbIX: AOCTYNHOCTb

Bce meHAeTcA = XKypHaabl TepAarTca no nytm K SIEM
N3meHeHUe napoaen, HenpaBuabHAA KOHPUrypauus,
CETEBOW AOCTYMN, pernaMmeHTHble paboTbl...

Bonblue npoekT = bonbwe FTE
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IANarHoCcTuKa A0CTYNHOCTW

3 MecTa rae HaymHaTb NMOUCK

[ ACTOUYHUK }KYpHanos ]

[ «KOHHeKTOpP» ]

[ «Logger n ESM» J
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[InarHOCTUKa AOCTYNHOCTU | UCTOUYHUKM COOBbITUMN

-
‘System Monitored’ ctaTtyc (HPE Activate)
.

Manager Receipt Time T‘ 1|End Time * Mame Event Annotation Stage| Device Yendor & Device Hosk Mame ¥ Device Address 4

15 Aug 2016 09:16:47 BST |15 Aug 2016 09:16:42 BST  |windows Domain Brute Force Logon System Monitored \ ArcSight 71 TR FETTITI o ooeedia g 11
15 Aug 2016 09:16:45 BST |15 Aug 2016 09:16:33 BST  |windows Domain Erute Force Logon System Monitored ArcSight | ~ N
15 Aug 2016 09:16:41 BST |15 Aug 2016 09:16:36 BST  |windows Domain Brute Force Logon System Monitored ArcSight | BT o
#8015 Aug 2016 09:16:39 BST |15 Aug 2016 09:16:31 BST  |Computer Account Changed System Monitored ArcSight ! o N
15 Aug 2016 09:16:39 BST |15 Aug 2016 09;16:31 BST  |(Computer Account Chanoged System Maonitored ArcSight ! u B
15 Aug 2016 09;16;35 BST |15 Aug 2016 09;16:08 BST  |(Computer Account Changed System Maonitored ArcSight ! BT N
15 Aug 2016 09:16:34 BST |15 Aug 2016 09:16:27 BST  |Windows Domain Bruke Force Logaon System Maonitored ArcSight | u B
15 Aug 2016 09;16;22 BST |15 Aug 2016 09;16:18 BST  |MWindows Domain Bruke Force Logaon System Maonitored ArcSight | ~u N
15 Aug 2016 09:16;18 BST |15 Aug 2016 09;16:12 BST  |Windows Bruke Force Logon System Maonitored ArcSight | u B
15 Aug 2016 09;16;17 BST |15 Aug 2016 09;16:01 BST  |(Computer Account Changed System Maonitored ArcSight ! :E :

TpeHa n npodunnposaHue EPS ana Kaxaoro MCTOYHMKA

103154 mw

Eps 31582 -

0 ; . ; . ; ; i ;
168.07 21.07 28.07 31.07
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InarHoctuka gocrtynHoctu: ADP

[ Connector

agent.log
agent.properties
agent.wrapper.conf

agent.out.wrapper.log

[ Logger

logger web.log

logger server.log

Slide #14

2017

[ ESM & Express ]

server.log
server.std.log
server.properties

server.wrapper.conf

arc_active_list
arc_session_list
arc_trendinformation_schema

arc_resource

25 October Full list for ‘Health Check’ @ https://www.protect724.hpe.com/docs/DOC-11167 F,S,:()QCE




AunarHoctmnka gocrynHoctu | Connector

Connector: device event statistics

[2016-08-15 07:27:09,844] [INFC ] [default.com.arcsight. agent.ki] [logStatus]| {Eps=0.1, Ewvts=Z182Z9}
[2016-08-15 07:27:09,544] [INFC ] [default.com.arcsight. agent.ki] [log@tatus]| Transport flow status:
[2014-08-15 07:27:09,844] [INFO ] [default.com.arcsight. agent.ki] [logd8tatus] {AddrBasedSysZoneFPopEvents=11812, AddrEBasedSysZonePopRows=134, AddrBasedUsrZonePopCusts=1l, AddrEas
AddrBasedUsrZonePopRows=3, AddrBasedZonePopEvents=0, AddrBasedZonePopRows=134, AgentId=3CuQZa3FUBABCCFLtnEIBH]yC==, AgentLocation=, AgentName=CheckPoint FW, CategorizerCount=4
CategorizerCountCustom=0, CommandResponses Processed=15162, Commands Processed=7, Comment=, Content Version (3CuQR8FUBABCCFLEnIBH]y(==)=2015-0/A-25-16-34-20 7475, Current Drc
[wiZ01Z2 |10.10.10.120 | Are8ight|Arefight] eventocount=3080, Dewvice [|10.10.10.20|Check Point|Compliance Elade] eventocount=Z, Device [|10.10.10.Z2Z0|Check Point|&RCApp] eventoolnt
[110.10.10.20 |Check Point|HTTPS Inspection] ewventcount=E, Dewvice [|10.10.10.20|Check Point|8ecurity Gateway/Management] eventcount=27&, Dewvice [[|10.10.10.20|Check Point|d
eventcount=1, Dewvice [|10.10.10.20|Check Point| S8martDefense] eventcount=11, Dewvice [[10.10.10.20|Check Point|Unknown] eventocount=168,
eventcount=13657, Devicelocation=, Estimated Cache 8ize=0, First Command Processed=8at Aug 06 16:3%9:44 EEST 2016, First CommandResponse Processed=Thu Aug 04 16:04:40 EEST 20
Frocessed=Thu Aug 04 16:04:45 EEST 2014, First GlobalCommandResponse Processed=Thu Aug 04 1£:04:40 EEST 2014, First FPost-Aggregation Event Processed=Thu Aug 04 1£:04:45 EEST
Event Processed=Thu Aug 04 16:04:43 EE3T 2016, Global events Processed=32Z947, GlobalCommandResponses Processed=1516Z, HostNameResolutionEnabled=false, Last Command Processed
2016, Last CommandResponse Processed=Mon Aug 15 07:26:0% EBES3T Z016, Last Global event Processed=Mon Aug 15 07:27:03 EEST Z016, Last &lobalCommandResponse Processed=Mon Aug 1
Post-Aggregation Ewvent Processed=Mon &Aug 15 07:27:03 EEST Z016é, Last Post-Filtering Event Processed=Mon &ug 15 07:27:03 EEST 2016, LastModified=Mon Jun 13 08:23:24 EEST 2016
MlCachefize=0, ModifiedEBy=bredikhin, NeCustomidditionalDataMapper0=Generic mappings: (no mappings), NGCustomiAdditionalDataMapperl=Mappings for Check_Point\Compliance Blade: (n
NeCustomadditionalDataMapperZ=Mappings for Check Pointh\GRCApp: (no mappings), HNGCustomidditionalDataMapper3=Mappings for Check FPointhHTTEPE Inspection: (no mappings), NGCustomd
for Check PointhiSecurity Gateway Management: (no mappings), NeCustomidditionalDataMapperS5=Mappings for Check Pointh\Security Management Server: (no mappings), NeCustomidditiona
Check _Pointh@martDefense: (no mappings), NeCustomidditionalDataMapper?=Mappings for Check Point\Unknown: (no mappings), NeCustomidditionalDataMapper8=Mappings for Check Pointh
mappings), NameResolverIPvAControl=IFv4 Only, Post-Aggregation Event rate LTC=Mon Aug 15 07:24:0% EEST Z014, FPost-Aggregation Events Processed=218Z5, Post-Aggregation Events
FPost-Aggregation Events/8ec=0.02Z3744Z85283851297, Post-Aggregation Events/Sec(3LC)=0.1, Post-Filtering Ewvent rate LTC=Mon Aug 15 07:26:0% EEST 2016, Post-Filtering Ewvents Pr
Events Processed (S8LC)=¢, Post-Filtering Events/Sec=0.02374423362Z8726727, Post-Filtering Events/Sec(SLC)=0.1, RawEventCount=141628, RawEventLen=7115073, Resolwver.hidded=Z, Res
Resolver.hoBElocked=0, Resolver.hQRejected=0, Resolwver.hQS8ize=0, Resolwver.hfize=2, Resolwver.iidded=4814, Resolver.iEwvicted=0, Resolwver.igBElocked=0, PRescolver.iQRejected=0, Res
Resolver.if8ize=4816, StatusCode=1, TC.dropcount=0, TC.size=0, URL=https://esméb.xsystems.net:8443, ZFiltered=0, aupl[acp].version=z015-06-2Z5-16-34-20 74735,

aup [system—zone-mappings] . version=00000000000000216037, aup[user-<ategorizations].version=, aup[user-zone-mappings].version=00000000000000216010, bsent=93910,

ou
Dewvice [|10.10.10.20 | Check Point| VENS1

detectedversion
failedattempts=15484, failedattempts(3LC)=0, hbhstatus=Up, queuesize=0, sent=17248, sent(8LC)=é, status=Up, throughput=0.0187610646791414414, throughput LTC=Mon Aug 15 07:24:0
throughput{23LCc)=0.1}

[2016-08-15 07:27:09,844] [INFC ] [default.com.arcsight. agent.ki] [log8tatus] {C=0, ET=Up, HT=Up, N=CheckP0int_FW, a=17Z48, T=0.1}
[E01&-08-15 07:27:09,844] [INFCO ] [default.com.arcsight. agent.ki] [log8tatus] Other status:
[2014-08-15 07:27:09,844] [INFCO ] [default.com.arcsight. agent.ki] [log&8tatus] {Last Start Time=1470315879888, Uptime=519343}
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[AMarHoCTMKa AOCTYNHOCTU | «NyTb TPy AXKepaa»

[2016-08-15 09:48:44,486][ERROR][default.com.arcsight.agent.qd.t][isAbleToConnectToHost] Testing the thread:
[WUC[ijmUFYBABCADGx8ckFFTQ==][3]][Cou|d not connect to host [10.10.30.60]]

[2016-08-15 9:49:11,261]default.com.arcsight.agent.loadabIe.transport.commandresponse._
AgentHTTPCommandResponseTransport] [onSingleEvent] com.arcsight.common.db.f:
java.net.NoRouteToHostException:[No route to host]

at com.arcsight.agent.transport.fb.a(fb.java:638)

at com.arcsight.agent.transport.fb.a(fb.java:389)

at com.arcsight.agent.transport.fb.a(fb.java:349)

at com.arcsight.agent.transport.fb.a(fb.java:307)

at com.arcsight.agent.transport.t.onSingleEvent(t.java:101)

at com.arcsight.agent.transport.a.m.onSingleEvent(m.java:45)
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1OCTYNHOCTb: 104U NPOTUB MALUUH

AaHHble ANA MaLlnH MHPoOMaUmna ana nroaeun

M‘*
[2016-08-15 9:49:11,261] [ERROR]
default.com.arcsight.agent.loadable.transport.commandresponse._ - -
AgentHTTPCommandResponseTransport] [onSingleEvent] i (e thread [CONNECTOR], CouldmotcomecttohestHO=T] - - Not Notify
com.arcsight.common.db.f: java.net.NoRouteToHostException: No C

n route to host
at com.arcsight.agent.transport.fb.a(fb.java:638) gs are NOT collected from reported Host. The connector could not establish connection
at com.arcsight.agent.transport.fb.a(fb.java:389) .
. at com.arcsight.agent.transport.fb.a(fb.java:349)

A at com.arcsight.agent.transport.fb.a(fb.java:307)
at com.arcsight.agent.transport.t.onSingleEvent(t.java:101)

Category: Authen
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C6op AaHHbIX: AKTYa/IbHOCTb

Kakon NpoLeHT AaHHbIX NOCTYNaeT BOBPeMA? -

CKoOpOCTb OOHapy*KeHUa NHUUAEHTa < CKOPOCTb NO/lyYeHMA AaHHbIX
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AKTYa/ZIbHOCTb «nJs1a4yeT» ec/n NaoxXo C:
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[1pOU3BOANTENBHOCTBIO Y UCTOYHMKOB COOLITUIN, ceTn n camoun SIEM
CUHXPOHM3ALMEN BPEMEHM

KoHpurypaumen SIEM
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~

| 4k

Konnyectsom ownbBOK, HO «MJIOXO» Y KaxKAoro cBoé

\ >
!

Bcnaeckamu AaHHbIX Bbi3biBAOLWMX Neperpy3ky KOMMNOHEHT
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C6op AaHHbIX: aKTYa/IbHOCTb

[ dopmyna: Bpemsa NoNyYEHUA MEHEAKEPOM - BPEMSA FreHepaLnm Ha UCTOYHUKE J

Reporting Devices (55)

25 october S()C
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C6op AaHHbIX: aKTYa/IbHOCTb

S(pc Predictive Maintenance «
PRIME

Component Info

con-001 (10.10.10.102)

Health: 76.93

Data Acquisition: 90
Data Quality: 79
Performance: 100
Security: 97

Current EPS: 0.00

Average EPS: 0 1 GB / Day)

Details:

v

Slide #21
25 October

2017

P

recame i =
S
Wy
cameca
- =)
aurlans
4 o
o
Pt conracse_fantig e
o
— a3 w120 5
v
v kot
9 P 5
et s sz kg g
I
-
A
¥
e
18484008 o
s '3

Dashboard

Site View

Management -~ Live Alerts Health Check KB Search &

©12:35 £330 May 2017

o airacon e —rry
st

el
270 22 2

2RO RRER =S
SN

it &
gt e e ARO I  segrmasenry, I STTRAEROI

AT = il o m/

o R s R S R e e
......... SeN i ey

o 280 BER W =

e "’“‘“]:j mEEETT =

= ggm., gl el

ml " gme—

«mo‘u«va E ‘“:ﬁf::::gm s s '.-.n“’ﬁ
...... o At sl g

o :Eﬁé‘mvz‘%;@g

(| e, o B 2
E l:l :In.mn.m‘m‘i%h*’wlf 2.
A = [ e & '..E e

=RC) .D (o s N

—— ﬁvwﬁm_i-wm e ewosn | wnemang G450

o Sol<= CRCNE

anraeto

POWER ON SECURITY



C6op AaHHbIX: aKTYa/IbHOCTb

o
'r Current State Show Al
w
[ 0-20m .
B /
- [ ]
[
=32&h _—— 20m-2h ®
[ ]
[ ]
™ 2-24h
[ ]
®
E 17.07.2016 — 15.08.2016
} Device Reporting History [ ]
40 ®
o
20
»
D IlIIIIIIIIIIII| -
»
-20
®
@ -40
o L]
w
- -60 ®
| Jul 17 Jul 22 Jul 27 Aug Aug D& Aug 11 @
[N - Active - Inactive .
[
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Component
SyslogUDP
CheckPoint_FW
SyslogUDP
wuc
wuc
SyslogUDP
SyslogUDP
WUC_120
SyslogUDP
Syslog-TCP
SyslogUDP
Syslog-TCP
SyslogUDP
wuc
wuc
SyslogUDP
CheckPoint_FW
SyslogUDP

SyslogUDP

Host Name

ad.xsystems.loc...

ad.xsystems.loc...

esmb68

wi2012

conn

conn

esmb68

ad.xsystems.loc...

ad.xsystems.loc...

IP Address

10.10.11.20

10.10.10.20

10.10.10.105

10.10.10.60

10.10.11.20

10.10.12.143

127.0.01

10.10.10.60

10.10.10.105

10.10.10.20

10.10.13.118

10101311

Vendor

Check Point

S0C Prime

Microsoft

Microsoft

Unix

Unix

Microsoft

S0C Prime

Unix

S0OC Prime

Microsoft

Microsoft

SOC Prime

Check Point

S0C Prime

S0C Prime

Product

VPN-1 & Fir....

Ransomware

Microsoft Windo...

Microsoft Windo. ..

Unix

Unix

Microsoft Windo. ..

SOC Prime PM

Unix

SSL Framework

System or Appli...
System or Appli...

DetectTor

Security Gatewa. ..

SOC Prime PM

SOC Prime PM

l & Reports - ] l B Last 30 Days -

Events

198

874

766915

35058

35024

209

665

77

18145

1M

99

48

107

102

102

53137

Last Seen =

15.08.2016 12:54

15.08.2016 12:54

15.08.2016 12:54

15.08.2016 12:54

15.08.2016 12:54

15.08.2016 12:51

15.08.2016 12:50

15.08.2016 12:50

15.08.2016 12:33

15.08.2016 12:31

15.08.2016 12:19

15.08.2016 12:01

15.08.2016 12:01

15.08.2016 12:00

15.08.2016 12:00

15.08.2016 11:17

15.08.2016 11:14

15.08.2016 10:10

15.08.2016 09:48

=0
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KayecTBO AQHHbIX

YOUR ANALYSIS IS ONLY
AS GOOD AS YOUR DATA




KayecTBO AaHHbIX: UEe/NOCTHOCTDb

He BCe AaHHble B }KYpPHa/saX COOTBETCTBYeT CTaH4apTam
He Bce APl oguHaKoBbl U CTAaHAAPTU3NPOBAHHDbI

CEF, LEEF, SYSLOG dopmaT «y KaxKaoro cBom»
O6HoBneHmne OC / MO / MpowmnsBKkKn = obHOBEHME Napcepa

Ha atane cbopa gaHHbIX «yCnewHo» NPOBOAUTCA MNaPCUHT,
a yXe BO Bpema Koppenauumn BbiABAAIOTCA OWMOKM ManuHra nonemn

PCl, SOX, ISO 27K = xpaHuUTb AaHHble B «popmaTe 6€3 usmeHeHUmn»
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KayecTBO AaHHbIX: LEe/IOCTHOCTb

[ «MapcuHr» HeobxoAMMO KOHTPOIMPOBaTb HENPEPbLIBHO }
Too many devices being created - passible parsing problem & |ArcSight ArcSight
[hotline.uafimgfsfv3farr_adapt_footer_tile.png - HIER_DIRECT /77,222, 150. 22 image /png 10.10,11.20 7 |Unix Linix
CMD J N [ E___iUnix Ui
1471264631.024 175512 10.10.31.75 TCP_TUNNEL/200 1385 CONNECT plus.google.com: 443 - HIER_DIRECT/216.58.209. 206 -14... =
1471264367096 240114 10.10.32.45 TCP_TUNNEL,/200 127593 CONNECT www.google.com.ua:443 - HIER_DIRECT/216.58.209. 1... | | l@a—=——
Ransomware Update Entry 82.94,251.220 [ ] 1150C Prime Ransomware
[ CTaTyc NO KaxKAoMy YyCTPOMNCTBY ]
100

&0
Integrity © 99 99% 0% 0 RE T
1607 2107 BEOT .07 05.08  10.08
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KayecTBO AaHHbIX: KaTeropusauus

3HaTb BCe KoAabl COObITUN
[1na BCex cuctem B Ballen opraHn3aumm
bbiTb B Kypce BCEX NU3MEHEHUM
E)xeaHeBHO cneauTb M NpoBoaAnTb 0bHoBAEeHUE SIEM

VS
[loBEPUTBLCA KaTeEropmsaumm 1 YyHMBEPCA/IbHOMY KOHTEHTY

Sggeoij:fgber S(pc
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KayecTBO AaHHbIX: KaTeropusauus

&) High Categorization Rate

Agentiame Events Count (Total Legends 15)
EsysloguopP 26 229
Osyslog 324
Owuc 266
Osyslog-TCP 142
W Checkpoint_Fw 114
Esquid 108
Dsyslog-ng_ESET 108
Dqualys714_w2012 108
Bwuc_1zo 108
[Flex_connector_parsing_issue 108
Ewinc 108
WoF_ceF 108
Osyslog_tests 108
WPM agent 3
M Manager Internal Agent 2

157137 - 8/15 15:144:31

BoEe ~

815 15:44:25

i
.;I

»gorization History - Last Week

Category

SUM(Count_) (Total Legends 2)

[ categorized Events 5 701 509
Ouncategorized Events 858 381

1073034
953808

534582
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KaquTBo p,al-n-lblx MHBEHTapMBaLI,VIFI

- MHBeHTapHaA moaenb — 3TO BaXKHO

. MHBeHTapu3auua = 6bonee TouHaa Koppenauusa &

L paccTaB/ieHMe NPUopPUTETOB

#  Heobxoanmo co3sasaTh & 06HOBAATL Ha ESM ypoBHe

dopmyna: Obulee Kon-so IP-agpecos c nHBeHTapHOM mogenbto / Obulee Kon-8o IP-agpecos
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[MponssoanTeNnbHOCTb

S(PC FPredictive Maintenance « fagHas | Of3op | YnpaeneHWe - | OHWNaiiM

FPRIME

T

[ aHHbe SIEM

&

= Cratyc = Hazeanue 3nopoeEkbe Chop pnaHHbIX KadecTEO faHHbIX BezonacHocTe lMpouzEOOMTENEHOCTE [ocToEEpHOCTE
OSSEC DB

= m srv-arceon-0H (10.10.10.102) 49.32 98 40 75 100 93

sell-007-0SSEC

m (0] E&Fsell-ﬂ]?ﬂﬂ.iﬂ.ﬂlsﬂ] 52.4 45 100 100 100 100

5 @  Potech 008 05 53.8 47 100 100 100 100

e -tech-003-0S5EC

55 0] E:mhm{ln.iﬁ.ﬂ.ﬁ&] 60.1 54 100 100 100 100
SyslogUDP

¢ 0] e 72.8 94 89 97 100 100

% 1.5m34
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SH)HC Predictive Maintenance v

[naeHas 06zo0p YnpaeneHue - OnnaiH YeegomneHus Health Check Mouck e KB e )
PRIME
ArcSight Manager Bepcua: 6.11.0.2339.0 Tun: manager | I> || | || ) || 5] || (4 || L |
& .
TpeHobl | Pecypcwl | Database | Data Monitor | Tpaewna | 3anpocbl | JlMueH3na
- | | | | |
Pazme
o Pecprbl no KOHMLIECTBY ID HaszBaHuWe URI (M6) P Used % « Entries Capacity TTL
ES /Al Active Lists/SOC Prime
Trends Umbrella Top 50K Domains Solutions/External Top Domains 11.06 95% 48 566 51 000 =
EE Baseline/Umbrella Top 50K Domains
] [All Active Lists/SOC Prime
Session Lists —— Alexa Top 50K Domains Solutions/External Top Domains 10.06 95% 48 670 51 000 —
of Baseline/Alexa Top 50K Domains
" Active Lists
= [All Active Lists/SOC Prime
) . Solutions/Data Quality
=
Time Shift (Agent, Product) Eramework/Real Time/Time Shift 4313 T7% 153 541 200 000 8d 00h 0Om
(Agent, Product)
Pecypchl no pasmepy Storane Licensing Data b JAIl Active Lists/ArcSight
g Conne cté]r y Administration/ESM/Licensing/3torage 7.5 7% 23 064 30 000 7d 00h OOm
Active Lists Licensing Data by Connector
“f / Seszsion Lists
/Al Active Lists/Hakdefnet
Mirai Botnet IPs Solutions/Mirai Botnet Detection 88.69 T0% 350 770 500 000 —
Basic/Mirai Botnet IPs
1-5u3476 54| «[1]2 3 4 5 % |
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be30nNacHOCTb

SIEM aBnsetca ngeasbHOM MULLEHbIO AN1A aTaKU, TaK Kak OH UMeeT:

X3Wwu naponen Bawmnx Kputnveckn BaxHbix UT-cuctem
[lpaBa 40OCTYyNa K HUM Xe
NHTepdeiicbl yaaneHHoro/anMcTaHUMOHHOIO ynpaB/ieHuUs
BO3MOXHOCTb PUNBLTPALMM ANA CKPLbITUA AAHHbIX

KomnoHeHTbl Endpoint Security u KOHTPOANA LENOCTHOCTU HYAaCTO HE
yCTaHaBAnBatoTcA Ha SIEM

25 October
2017
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Component  Type Error Name Category Description Protectf24 HP KB

Thread [NAME] interrupted possible

S( )C Predictive Maintenance « Dashboard Site View Management ~ Live Alerts KB Search E o3

PRIME

Connector WARN shutdown Security ~ Connector was shutdown. | Protect724 | | HP KB
Recommendations: If the connector has not been intentionally stopped please review any other alerts on this connector. Check the memory usage and whether source event logs are dropped.

Connector ERROR  InterruptedException Security Connector operation was interrupted and logs are NOT collected. Possibly, connector has been stopped. | Protect724 | | HP KB
Recommendations: If the connector has not been intentionally stopped please review connector's log files for critical errors. Check the memory usage and whether source event logs are dropped.

Connector WARN  Interrupted Possible shutdown Security  Connector proccess was interrupted - Logs are NOT collected. | Protect724 | | HP KB
Recommendations: The cause of this error is shutdown of connector proccess. If connector was not shutdown manualy (or by schedule) check logs for other critical erors.

Connector WARN  Forcing disconnection Security Forcing disconnection with Destination. The error usually occurs when connector was stopped. | Protect724 | | HP KB
Recommendations: If the connector has not been intentionally stopped please review other critical alerts. Check the memory usage and whether source event logs are dropped. Check the availability of Destination.

Connector WARN  File queue now dropping events Security CRITICAL - log data is lost and Connector is dropping incoming events. [ Protect724 l [ HP KB

Recommendations: Connector may drop incoming events in 2 cases: 1) It does not have encugh resources allocated to process incoming event stream. 2) The allocated cache is full and is being rotated. A manual diagnostics is required to determine the root cause
and additional tuning may be needed such as Java Heap Size tuning, cache size changes, multithreading or change of file queue parameters. More info is provided at HP support portal at: KM1365984, KM1271053, KM1271778.

Connector WARN  InterruptedException Security  Interruption of Java thread. Insertion of data into array did not happen (method Offer). | Protect724 | | HP KB

Recommendations: A single thread was interrupted or perhaps connector as a whole is stopped. To fix the issue you have to review other errors on this connector.

Connector operation was interrupted. Connector process was shutdown. After this message you should receive message that connector is back up again,

Connector ERROR  Interrupted possible shutdown Security othenwise log data won't be collected

[ Protect724 ] | HP KB |

Recommendations: If the connector has not been intentionally stopped please review other alerts for this connector and log files for critical errors. Check the memory usage and whether source event logs are dropped.

Starting remote management web

Connector WARN .
services

Security  An attempt is made to start remote management service of connector. | Protect724 | | HP KB

Recommendations: This is a notification that someone has initiated a service for remote management of the connector (by default port 9001). If you do not have a Connector Appliance / ConApp or ArcMC in your enviroment, this means security breach or severe
misconfiguration!

Mo password has been defined. Will

Connector FATAL use default

Security Password was not defined in connector configuration and default one is used. Protect724 l | HP KB
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SOC Fredictive Maintenance « MaeHas 0G30p YipagnexWe ~ OHnaitH YBEOOMNEHUS Mowmck B KB &

P RIiMME
[ [] ocToBepHOCTE: & AKTHBIL 2 KomnoHeHTs ® 16:20 415 Hop. 2016
T———

ESM|Prod|LND - 70% . ESM|Test|NvC
B S Ounaiin: 14

HazBaHwe meTpuKn

Oddnaiy: 4

Mocneguue 5 yBefoMIEHWA

] Network Suricata 16:18:00

- L o
CBop parbx @ 82 1% 1378 Mo route to host w““'“*{f;'l";_’;;ﬁg;wm'“a 15.11.2018
OTknoveHue ot SPVA: Syslog 16:14:01
KayecTEo JaHHbIX [ ] 75 -1% m Sm wi2012 (10.10.10.120) 15.11.2016
DNS B wuc 16:12:00
: H B conn. e xsystems.com.ua
Besonackocrs @ - 3% 7195 Cannot find information. .. {ID.ICI.);D.IDQ} 16.11.2016
EEZEI Network e 16:12:00
1371 Mo route to host conn.oifice. xaystems.com.ua 15.11.2018
MpoW3BoAMTENEHOCTE [ ] 0% 110.10.10.102)
X Network lEieEs 16:12:00
1356 No route to host w"“'“ﬁf{:fg.’;ﬁawm'“’ 15.11.2016
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KOHTpO/b KauecTBa 1 NpocToe ynpasneHune cepsmcom SOC
CHuXKeHwue 3aTpaT n yBepeHHocCTb B cooTteseTcTBMn GDPR, SOX, PCI DSS

BO3MOXXHOCTb NPOrHO31MpoBaTb aHOManmu B pabote SIEM n ycTpaHATb OWNOKMK,
10 TOrO KaK OHW nepepacTyT B KPUTUYHbIE COOU CUCTEMDI
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Use Case Cloud
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SECURITY QUALITY CONTROL
,/

Use Case Library 2.0:

global community cloud revolution.

500+ users, 70+ countries, 3 top SIEMs and 100+ threat-centric use cases.
Your answer to WannaCry, NotPetya and the next APT.

Make your SIEM Smarter. Use Case Cloud.




Cyber Incidents Insight
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Cyber Incidents Insight « S. M. A. Cloud

Attack Statistics

& Igor Voloshin ~ | 4¥

PRIME
T
Trends ] { WckaTe B: Bee ~ ‘ |search  (comma separated) ] { BS 30042017 — 30052017 - ]
Q@
N By Threat Name By Industry By Country
"
] Bots. Several Individuals Sweden \
Malvare — Railvey Operator \ Spain
" Saudi Arabia
Online Games oth Russia —,
) o Romania \
= Healthcare ‘,_b_ Portugal «__

Financiz| Services —

airline . Multiple

Govemment / Finance

V Ransomuare

Attack Statistics

Data ~ Actor Threat Name Industry Actor Type CrpaHa
Brazil, Canada, Chile, China,
Colombia, France, Germany,
Airline, Automaker, Education, Finance, Financial Hungary, India, Indonesia, Italy,
Services, Government, Healthcare, Law Enforcement, = Netherlands, Portugal, Romania,
12.05.2017 WannaC R
THEERTL ansomuars Manufacturing, Multiple, Online Games, Railway RS Russia, Saudi Arabia, Spain,
Operator. Several Individuals, Telco Sweden, Taiwan, Thailand,
Ukraine, United Kingdom, United
States
0905 2017 Mirai € Bots Multiple Multiple
05052017 Netrepser Malware @ Malware Government United States
04.05.2017 KONNI malware € Malware Multiple North Korea
04.05.2017 Blackmoon banking trojan @ Bots Finance South Korea
02.05.2017 Carbanak @ Malware Payment Processor, PoS Software, PoS Systems United States
01.05.2017 "user 123" @ Malware Multiple Japan

1737504

Netherlzands __7"
Italy —

United States -~

— Other

Open Source Intelligence Use Case

cnn.com = Available: 13

www.infosecurity-magazine com &= Available: &

www.infosecurity-magazine com = Available: &
www.scmagazine.com & Available: 5
www.scmagazine.com & Available: 5
krebsonsecurity.com & Available: 5

www.infosecurity-magazine.com & Available: 5
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Service Accounts

Tracker Basic
HPE ArcSight

FEATURED VIDEO

i

Platform Overview

p 00 @

HassaHue «

Activity Monitoring of User Group v 1.0.0

ataret
i @36/&0/0/05

APT Framework v 1.0.0
A @157/ &33/Q0

AFYT Einmmnisindds o 4-A A

Gazer Backdoor

Detector
HPE ArcSight

MOST POPULAR

-

USE CASES (104)

Tun SIEM Cratyc Released
Basic IBM QRadar Under R&D
Basic HPE ArcSight Available 13.01.2017

16:57
16:50
16:45

16:14

Sysmon Framework

HPE ArcSight

LATEST USE CASES

Service Accounts Tracker
Gazer Backdoor Detector
Sysmon Framework

Clear text communications discovery

[arta obHoBneHUA Lencteue CTpykTypa Keica
13.04.2017 & Becnnarrbut | ]

[ * Request ” & Upload H ¥ Suggest ]



Use Case Library

Use Case Library =

4 Basic Advanced

me
HPE ARCSIGHT
APT Framework - 370 CNeLManisMpoBatHbIiA aHANNTUYECKKHIA MOAYNb KOTOPLIA MOXHO MOMEHTANBHO PasEEPHYTh

Ha Haubonee pacnpocTpaHeHHbix B mupe SIEM-cuctemax, Takux kak HPE ArcSight, IBM QRadar u Splunk. Ox
NO3BONAET NOCTOAHHO BECTW HAONKAEHNE 33 MHMPACTPYKTYPOI KOMNaHWM U 0GHAPYXMBaTb NpusHakk APT Ha

= Compare

APT Framework - Advanced (w100

A A ARG @149 7/ 247 Q0 /4

PasnUYHbLIX CTAAUSX NPOBEAEHWA aTaku ¢ npumeHenuem metogonoruu Lockheed Martin Cyber Kill Chain

Moaynb HCNONb3YeT METOALI CTATHCTMHECKOrO NPOMUNMPOBAKNA W NOBEAEHYECKOr0 aHanu3a, NoSsoNAeT

MAKCUManbHO 3(MMEKTHEHO UCNONBS0BATh CYLYECTEYIOWME B KOMNAHUK TeXHOnoruu. Takme kak IDSAPS, FW.

Proxy. Antivirus, Vulnerability Scanners.
Contents Additional Info

OUnbTpLI:

Rules

Dashboards

Queries

Query Viewers

Trends:

Reports

Active Lists:

Active Channels:

Integration Scripts

Categorizer:

Additional Parsers:

Aftacker Tactics

Attacker Techniques:

[Oata obHoenexna: 04 Mar 2017

Case version 100

Compatibility HPE ArcSight 6.9.1.2195.0
Size: 35.17 KB

SHA-256 hash:  Show
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@ MITRE Attack™

1
(7]

©1 3aBMCMMOCTH U pEKOMEHA LUK

7 Log Source [ Health Check | [ Requirements |

71 CNUCOK U3MEHEHUH
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ALY Fru—— 2

Vosrystyns (9)

Dncnery (3

Cowtuntnd Acxaens (2)

Faeswrs liteg & Vortumg

Inarras Sacirtty Comtcts Montorng

() tiaese et Heagisezon I'rotctin

(D Humcte Sy Ducovey
L T —
(O Mutesias v Allactermest
() Mutearcn LI i vt Bty
) s et

(@ —

Comprumass Prcdows Lptate
Sarver

() comctuy \smmaataty

Muscnrcs JavaSerisd

Itacie Wetatus

Pzt mtn

() Oostt St Servcse
) i Dowrsenes

Vit Hromsmet Viiracatictas

() Wt Scxgiing Vrecatsiie

MITRE Attack™ - APT Framework - Basic

@ Recon g5 Deliver @® Creds A Escalate g Evade

3 Techniques 13 Technigues 2 Technigues 3 Techniques T Techniques
4 Persist C&C + Lateral B Execute g Collect

4 Technigues 14 Techniques 7 Technigues 3 Techniques 1 Techniques
& Extract

8 Techniques

Privilege Escalation

Privilege escalation is the result of actions that allow an adversary to obtain a higher level of permissions on a system or network. Certain tools or actions
require a higher level of privilege to work and are likely necessary at many points throughout an operation. Adversaries can enter a system with
unprivileged access and must take advantage of a system weakness to obtain local administrator or SYSTEM privileges. A user account with
administrator-like access can also be used User accounis with permissions fo access specific systems or perform specific functions necessary for

adversaries to achieve their objective may also be considered an escalation of privilegs.

Tactic includes 3 techniques:
> MNew Service

When operafing systems boot up, they can start programs or applications called services that perform background system functions. A semvice's
configuration informafion, including the file path to the service's executable, is stored in the Windows Registry. Adversaries may install a new service
that can be configured to execute at starfup by using ufiliies fo interact with services or by direclly modifying the Registry. The service name may be
disguised by using a name from a related operafing system or benign software with Masquerading. Services may be created with administrator
privileges but are execuled under SYSTEM privileges, so an adversary may also use a service to escalate privileges from administrator fo SYSTEM.
Adversaries may also direcfly start services through Service Execufion.

Detection Examples m

Limit privileges of user accounts and remediate Privilege Escalation vectors so only authorized administrators can create new senvices. ldentify and
block unnecessary system ufilities or potentially malicious software that may be used o create services by using whitelisting tools, like ApplLocker, or
Software Restriction Policies where appropriate.

W Legitimate Credentials

W \Web Shell
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Health Check

S. M. A Cloud ArcSight Health Check
@12:21 830 Man 2017

FS'I:"(D-’ICE Health Check

T
|Eﬂmwse] ’ Upload ]
L=
ux Log Data Snapshots Basic Information
@18:32:14 by Type by Catego
[« - i Tun: nt_local Start Date: yp gary
Hazeanne Time Monezoearens Health Oenctene un: nt_loca B 20.02.2015
Sacurity \
49 Comfquration — |
[ ] 0OemotegOsta ] demo - Version: 7.0.7.7273.0 End Date: & 17/11:48 Y— .
togs 20 12:00:00 BY28.02.2015 B - Genera
Ewent Count: 12888 Parzing .
1-10f1 :
= E] Error Count: 18877 AVG ERS:0.02
Cache: 0 AVG Memory: 48 Mb
Yo
Boe: 18877
Confidence: Security: 55
Known: 18558
Parsed: 8889
Data Quality: 65 Performance:
Unparsed: 4777

Trends | Errors | Devices (4)

[ 2E Tun- ” M Category - “ Ll Pricrity - ” 1F Sort by: Last Seen - “ CMMCTUTE dinsTp

[ B Ouanasow -

Errors on Demo Log Data

Category: DNS A ©1711:23 B4 26052015
ST ©1745:22 B4 16.05.2015

‘Cannot find information for [HOST]

Error Name: Cannot find information for [HOST]

Error Type: WARM

Error Category: DMNS

Pricrity: &

Count: 4751

Onucanuwe: Cwwlka eosiukasT ecni SmartConnector nomyunn coofwerwe & none KOToporo cogepsuTcR Source (Destination) Address / Source (Destination) Host Name w we cumor
BRINCMHKTE resclve AaHHoro nona.

Solution: HeoSxoanwe seNonHWTE CrNedyowre ASACTENA © CEPESRa AS YOTEHOENSH koHHekTop: 1) MposspuTs aocTynrocTs DNS cepsepa (ping / telnet). 2) Bunonnuts DNS
z8Npoc spysHy (nslockup). 2) NposepuTs Hanwswe Heobxoanvex sanncen Ha DNS cepeepe & cysee HeoSxoammocTh AcGasnTe. 4) NpH CTCYTETEMKN HECTXCAMOCTH MORHD

CTENYNTE PECONENMHT HE KOHHEKTOPRE.
Diagnostics: [ Raw Logs ] [ Frotect724 ] [ HF KE | [ Submit Solution

Category: General A ©1710:42 B8 26.05.2015
>
. © 163256 B4 20022015

Mumber of bad threat level values received and comected
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Mpenmyuiecrtsa ana 6usHeca ¢ Use Case Library

[MepenoBbie TEXHONOIMMU ANA Ballen KoMaHAabl No bopbbe ¢ Knbepyrpozamm
OHnanH goctyn K rmobanbHOM 3KcnepTuse B OTpac/in KnbepbesonacHoOCTH

Cpenaute Bawy SIEM ymHee, BbIABNSINTE N paccaeaymte MHUUMAEHTbI bbicTpee
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CyberView SOC MOHUTOPUHT

SOC Cyber View »

FPRIiME

3ddheKTHEHOCTE MOHMTOPHMHIa

Konnyecteo cobbimmi: 3 629 073 744

CpaboTanHEIE MHUVOEHTEIN 22
3aKpbITble MHUMOEHTHI: 112

OTKpEITEIE MHUMAEHTE 10

S0C JawGopg

Dawbopn, MHuKoeHToR

Clesed - Confirmed Incident: 97% (368) !

[ D | Buepa Mecay ]

[ O630p TpeHga ¥ ]

[ D | Buepa | Henenn

CraTyc MCTOMHHMKOB AaHHbLIX

Threat Intelligence: 9

Hypervisor: 29
Security Systems: 35 r\ Metwork: 2

AKTUBEGI

Application: 8 0S5: 113

Web Servers: 0 / A Database: 2

Hetanm MHumaeHToR

TeKyLwmi

[

Use Case = Mpaeuna
DNS Security Check Basic 1
VPN Security Monitor 4
Password Security Basic 1
DetectTor Advanced 1
Brute Force Detection Advanced 3

1-5u310

R NN +7 [OHed | +14 Qued | +1 Mecay | +6 MecAuesa | +1 log ] [Oﬁaop Tpeﬂ.qa-b]

[ S | Byepa | Henenn
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Queued: 2% (9)
__— Escalated to 3rd Party: 0% (1)

Tpexg -

VM JawGopg

WMHLUMAEHTBI NO CTaTyCy

Closed - False Positive: 4% (161)

3ddexkTHBHOCTL Use Case

YBegomneHun El
2 0

181 0

30 0

1 0

75 0

CratmcTuka

©19:31 EA25 Cenr. 2017

Mpenbloywwid

Queued: 1% (26)
I[___._.-' Under Investigation: 2% (60)

|

| Closed - Confirmed Incident: 94% (3697)

ﬂ O63op Tpenpa

E3P MoaTeepxkAeHHbIE NoxHbie MNo Root
0 2 0 0
0 172 0 0
0 30 0 0
1] 1 0 0
0 75 0 0

=0

POWER ON SECURITY



CyberView SOC MOHUTOPUHT

SOC mCQbEI’VIEWV
PRIME

m ®m o9 O

Il DDDDOD

]

DD DD DoDODODOD B @

Baww dmnstpa -

Y dunsTpbl

2 Hypervisor o

VMware - ESX

Network <
0s <

Database e
IBM - DB2

Microsoft - SQL Server

ORACLE - Oracle

ORACLE - ORACLESYSDBA
Oracle - Unified Audit Trail
Sybase - Adaptive Server Ent...

Web Servers <
Application <
Security Systems <
Threat Intelligence 3

Use Cases v

APT Framework Advanced
Brute Force Detection Advanc...
DetectTor Advanced

DNS Security Check Basic
Fireball Malware Hunter
Industroyer Malware Detector
Microsoft Windows

Network Baselines

Password Security Basic

Ox

MpwmeHuTL

s

S50C JawéGopg JawGopn MHUKOeHTOR JNetank MHumaeHToR TpeHg - VM OawBopn CratMcTika = YeenoMnexus

0708 1308 19.08 2508 31.08 06.00 1200 18.09 2400 07.08 13.08 19.08 2508 31.08 06.09 1200 18.00 2400

. —
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24.00
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CyberView SOC MOHUTOPUHT

SOC Cl:‘lber VIEW w SOC Jaw6opg LawBopa MHumngenTos Hetanm Muumaentos Tpeug = VM Jaw6Gopg Craticrika « Yeegomnexma £

PRIME
© 19:39 @425 Cent. 2017
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T : ; k User Laptop
| i i ' Service Infrastructure lll
Sales Infrastructure .

Office Infrastructure ~

"~ Cyber Security System
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Delivery \ Privitege Escalation Bnapeney Moppasgenexue KonwuecTBo
Command and Control “ e Defense Evasion Oleksandr Bredikhin R&D 96
Eugeniy Samborskyi DevOps 28
Exfiltration — Credential Access
Oleksandr Verbnyak R&D 3
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Execution / A\ Lateral Movement

| Windows Infrastructure
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Mpenmyuwiecrtsa ana 6usHeca c CyberView

[MocTosiHHOE MmeToanYHoe yaydweHue addekTMBHOCTU U 3penoctn SOC
[MpoaKTMBHOE ynpaB/ieHne PUCKaMU U BbICTpOe NPUHATME PELLEHUN

KayecTBeHHble U NPOCTblE OTYETbI U METPUKWN OANA ANAa/10Id HA OAHOM A3blKke A/14 BCeEX
CTOPOH BOBJ1IEHYEHHDbLIX B 6e3onacHOCTb KOMMNaHUU
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