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Figure 1. Magic Quadrant for Application Delivery Controllers

F5 Networks Positioned as a
Leader in 2014 Gartner Magic
Quadrant for Application s

» .Citrix
Delivery Controllers
All]NehNorks.
@ Radware
F5 is highest in execution and furthest P A
in vision within the Leaders Quadrant. prayNtwarks @) Kemp Tchnaogios @
" Piolink @ Sangfor
- COMPLETENESS OF VISION As of September 2014

Source: Gartner (September 2014)

This graphic was published by Gartner, Inc. as part of a larger research document and should be evaluated in the context of the entire document. The Gartner document is available
upon request from F5 Networks. Gartner does not endorse any vendor, product or service depicted in its research publications, and does not advise technology users to select only
those vendors with the highest ratings or other designation. Gartner research publications consist of the opinions of Gartner's research organization and should not be construed as
statements of fact. Gartner disclaims all warranties, expressed or implied, with respect to this research, including any warranties of merchantability or fitness for a particular purpose.
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And in 2015 ...
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COMPLETENESS OF VISION > As of October 2015

This graphic was published by Gartner, Inc. as part of a larger research document and should be evaluated in the context of the entire document. The Gartner document is available
upon request from F5 Networks. Gartner does not endorse any vendor, product or service depicted in its research publications, and does not advise technology users to select only
those vendors with the highest ratings or other designation. Gartner research publications consist of the opinions of Gartner's research organization and should not be construed as
statements of fact. Gartner disclaims all warranties, expressed or implied, with respect to this research, including any warranties of merchantability or fitness for a particular purpose.
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And in 2016 ...
And last 10 Years also 'FS
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COMPLETENESS OF VISION e As of August 2016

This graphic was published by Gartner, Inc. as part of a larger research document and should be evaluated in the context of the entire document. The Gartner document is available
upon request from F5 Networks. Gartner does not endorse any vendor, product or service depicted in its research publications, and does not advise technology users to select only
those vendors with the highest ratings or other designation. Gartner research publications consist of the opinions of Gartner's research organization and should not be construed as
statements of fact. Gartner disclaims all warranties, expressed or implied, with respect to this research, including any warranties of merchantability or fitness for a particular purpose.

© F5 Networks, Inc 5



CoctaB UHTennekTyanbHoU MaaTtdopmbl F5 Networks

HenpeB3oiaeHHas NMporpaMmmMupyemMocTb: BctpoeHHasn DevCentral
M3MEHAEMOCTb PacLLIMPAEMON 1 NPOrpaMMnUpyeEMONn
apxutekTypbl (iRules, iApps un iControl) iRules iControl

QyHKUMOHaAbHble BO3MOXHOCTU: [peaocTaBASIIOT OnTMMU3aLMS
AnHamMmunueckyto AoctaBky npuaoxeHun ot LLOAa Ao

o AOCTYNHOCTb
YCTPOUCTBA

Be3onacHocTb

MacLutabupyemocTtb U rMbKoCTb MpuroxeHUs: Co3aaHbl ANA
obecneyeHnss U3MeHALNXCH TpeboBaHNU >
MPOU3BOAUTEABHOCTH

TMOS

Hardware Software
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[TporpammHbie MoAyAU FDS

CucTtema ynpaBaeHus BIG-IQ e LTM - banaHcuHpoBKa U
iRules  iControl  Pacwupsemocts  IApps iCall ynpaBAEeHUE TPaPUKOM BHYTPU

ONTUMU3ALMA  AOCTYNHOCTb  BE3OMACHOCTb LIOA
A\ =\  DNS - YnpaBAeHWe Harpy3Kkou u

PE3EPBUPOBAHUE AAA
pacnpeAeneHHbIX CUCTEM

AFM e AAM -YckopeHue paborbi
MPUAOXEHUN

AS

 AFM - PacwunpeHHbIn
MEXCETEBOU 3KPaH

 ASM - lNpuknapHon akpaH WAF

G

C— — e APM - ynpaBAeHUe AOCTYINOM U
- —— —= ALY -
BIG-IP BUpTyaAbHblii YctpoiticTtso BIG-IP LLlaccu VIPRION YAQAEHHOE NMOAKAKOYEHNE

YctponctBa F5
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Application Solutions Setup

ICSA-certified Access Application DDoS Web Application SSL
firewall control delivery controller mitigation Firewall inspection security

Products

: : : Application securi
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iRules extensibility everywhere



WHY F5 FOR
SECURITY?



Why?
F5 SECURITY VISION

m CONTEXT AWARE

RISK BASED 10 ¥l CVERY APP




How?
FAST. SECURE PROXY

validated

K_H K_H
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UP TO 1.2 TBPS



What?

SAFE AND DEDICATED
ACCESS "
) e

VALIDATED USER AND PROTOCOL BEHAVIOUR



What?

ENDPOINT

AWARENESS
f—H f—H
‘ ’ e

IDENTIFY AND BLOCK MISBEHAVING ENDPOINTS



What?
PROTOCOL AWARE

K_H K_H
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SECURITY UP TO LAYER 7



What?
INCREASED AVAILABILITY

K_H K_H
=]

ADAPTIVE LEARNING OF GOOD TRAFFIC



Today’s Threat Landscape

CLIENT-SIDE ATTACKS NETWORK ATTACKS SESSION ATTACKS APPLICATION ATTACKS

DNS attacks

Man-in-the- Botnet/ DNS amplification/ Man-in-the- Application Business logic
Malware browser SPAM cache poisoning middle DDoS attacks abuse

Stolen user Phishing Recon. Network Attacks Application
credentials/ port scan DDoS attacks against SSL vulnerability
fraud vulnerabilities exploits

OWASP Top 10




SSL Orchestrator



Typical Network Security
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Intrusion Prevention r
System ——
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Data Loss
Prevention

Anti-Malware



SSL is growing, 70%

and that presents
a challenge for
our customers.

Privacy and security concerns are driving encrypted
traffic growth, which is expected to represent
70 percent of all Internet traffic this year.



Encryption Creates Blind Spots in Your Network

making the security tools you trust and rely on less effective




Encryption Creates Blind Spots in Your Network

making the security tools you trust and rely on less effective

NO THREATS

DISCOVERED




79 0% Next-Gen Firewall

Performance Impact

Significant 5% pertormance mpact
performance loss

with SSL across 10(Q% | Threa petenss
Vendors No SSL Support

Privacy and security concerns are driving
encrypted traffic growth, which is expected to
represent 70 percent of all Internet traffic this year.



Herculon SSL Orchestrator
Provides decryption and encryption of SSL traffic, enabling traffic inspection

= @ 9 A O o=

Next-Gen Next-Gen Malware Secure Web Other...
Firewall IPS Protection Gateway Monltormg

QL+ === e

User F5 SSL Orchestrator Apps

Eliminate the security blind spot




The SSL Visibility Vision
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Customer Scenarios

Internet data center (inbound) Security Services o

Corporate Internet access (outbound) —
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Policy-Based Dynamic Service Chaining

» Allows determination of decryption, OR selection

of services based on connection context

» Policy based, dynamic (‘ (‘ (‘

FIREWALL FIREWALL

Classification Source IP Domain name FIREWALL
. Destination IP URL filtering category

Englne IP intelligence Destination port

IP geolocation Protocol

“We field over 12 different security services, and we
struggle with using all of them effectively.”

FORENSICS

“We (currently) chain the security services statically leading
to over provisioning and investment overruns.”

“We want to pre-filter traffic going to (our firewall)
so we make more effective use of them.”

© 2016 F5 Networks 67 67



Security service chaining

Create services

Inline
Layer 2

)
<© FireEye

Inline
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Service Chaining

iApps » Application Services : Applications LX » SSLI PB

¥ « | General Properties | Inline Services ICAP Services Receive Only Services | Policies

My Network

1-Armed / . Inline Insertion
2-Armed (L2 Mode) Encrypted Traffic Ee— Encrypted Traffic
m ——> 00— ﬁ ——
D o Internal -
S 0| S0 | = 8 S0 S Inline Insertion D BIG-P LTHA Servers
jo ] jo ] jo ] jo ] jo ] p————S {ingress}
;)‘- Zam . ;)‘- ;)‘- (L3 Mode) - = -
- ecrypte ecrypte
Web Gat DLP Anti-Mal IPS NGFW
| LNy =y Ll Lj N
Request Data
y
SO O
T T o] px-
_ P . mms “Om O
I l—.'l ) < 4 l--. R e ICAP Inline
F5 BIG-IP Firewall Internet Services Services Services
(Single box
or 2-box _ﬂjr Gap
S Service Chains
Decrypt and Steer Re-encrypt Add ||| Delete
e oo [ Detete |
bypass options) l Name M ‘ Services
ServiceChain2 inlineService2 (Inline Service) ,ReceiveOnlyService2 (Receive Only)
ServiceChain1 inlineService3 (Inline Service) ,ReceiveOnlyService1 (Receive Only) ,inlineService2 (Inline Service)
TCP Service Chain Classifiers
Service Chain Classifiers l Add | | | Delete |
‘ Name Bt ‘ Phase Y | Protoc..Y ‘ Source v | Destination v | Service Chaifi
1
sce?2 normal all Type Value Mode Type Value sc1
IP Address 1234 Geolocation IP Address AF
sccl normal all Type Value Mode Type Value sci
IP Address 1234 Address IP Address 4567
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SSL Orchestrator Partner Solutions

 Cisco
e F5 BIG-IP and Cisco ASA FirePOWER: Using the SSL
Intercept with Service Chaining iApps Template v1.5

* Firekye
« F5 BIG-IP and FireEye NX: Using SSL Intercept with Service
Chaining iApps Template v1.5

* Symantec

 F5 BIG-IP System with Symantec DLP: Using SSL Intercept
with Service Chaining iApps Template v1.5

* Ixia
 F5 BIG-IP and Ixia iBypass Switch (coming soon)

 Palo Alto Networks

* F5 BIG-IP and Palo Alto Networks Next-Generation Firewall:
Using the SSL Intercept with Service Chaining iApps
Template v1.5 (coming soon)

© F5 Networks, Inc
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F5 BIG-IP and Cisco ASA FirePOWER: Using the SSL
Intercept with Service Chaining iApps Template v1.5

®

F5 BIG-IP and FireEye NX: Using SSL Intercept
with Service Chaining iApps Template v1.5

®

F5 BIG-IP System with Symantec DLP Recommended Practices
Guide: Using the SSL Intercept iApps Template v1.5
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https://hive.f5.com/docs/DOC-41336
https://hive.f5.com/docs/DOC-41209
https://hive.f5.com/docs/DOC-40893

F5 SSL Orchestrator Solution Highlights

=N IS

Gain visibility Flexible
into SSL traffic deployment options
with centralized SSL decryption provide ease of integration with

across multiple security tools unigue network topologies

O
QO
000

Dynamically
chain services

based on context-based policy to
efficiently deploy security



F5 Herculon Product Portfolio

DDoS Hybrid Defender

All-in-one solution designed to deliver Comprehensive DDoS protection,
increased visibility into encrypted traffic tightly-integrated on-premises and cloud
Converts customer to the “new security stack” Simplified user interface
Leverages and augments existing security investments Multi-technique network protection
Provides context-aware dynamic service chaining Designed specifically for application protection

Enables easy service insertion Intelligently integrates off-site cloud scrubbing
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Solutions for an application world.



