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Краткая информация о компании F5

Основана: 1996

IPO: Июнь 1999

Сотрудники: более 3,520

Головной офис: Seattle, Wa

Президент и CEO: François Locoh-
Donou

Биржевой символ: FFIV (NASDAQ)

Офисы по всему миру: 32 страны

Доля рынка «Контроллеров 
Доставки Приложений»

56%

https://www.google.com.ua/search?client=safari&rls=en&dcr=0&q=f5+networks+fran%C3%A7ois+locoh-donou&stick=H4sIAAAAAAAAAONgVuLVT9c3NEypyCuuMigpAwDvoSMnEQAAAA
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F5 is highest in execution and furthest 
in vision within the Leaders Quadrant.

F5 Networks Positioned as a 

Leader in 2014 Gartner Magic 

Quadrant for Application 

Delivery Controllers

This graphic was published by Gartner, Inc. as part of a larger research document and should be evaluated in the context of the entire document. The Gartner document is available 
upon request from F5 Networks. Gartner does not endorse any vendor, product or service depicted in its research publications, and does not advise technology users to select only 
those vendors with the highest ratings or other designation. Gartner research publications consist of the opinions of Gartner's research organization and should not be construed as 
statements of fact. Gartner disclaims all warranties, expressed or implied, with respect to this research, including any warranties of merchantability or fitness for a particular purpose.
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And in 2015 …

This graphic was published by Gartner, Inc. as part of a larger research document and should be evaluated in the context of the entire document. The Gartner document is available 
upon request from F5 Networks. Gartner does not endorse any vendor, product or service depicted in its research publications, and does not advise technology users to select only 
those vendors with the highest ratings or other designation. Gartner research publications consist of the opinions of Gartner's research organization and should not be construed as 
statements of fact. Gartner disclaims all warranties, expressed or implied, with respect to this research, including any warranties of merchantability or fitness for a particular purpose.
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And in 2016 …

And last 10 Years also

This graphic was published by Gartner, Inc. as part of a larger research document and should be evaluated in the context of the entire document. The Gartner document is available 
upon request from F5 Networks. Gartner does not endorse any vendor, product or service depicted in its research publications, and does not advise technology users to select only 
those vendors with the highest ratings or other designation. Gartner research publications consist of the opinions of Gartner's research organization and should not be construed as 
statements of fact. Gartner disclaims all warranties, expressed or implied, with respect to this research, including any warranties of merchantability or fitness for a particular purpose.
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Состав Интеллектуальной Платформы F5 Networks

iRules iControl iApps

Hardware Software

TMOS

Безопасность

Доступность

Оптимизация

DevCentralНепревзойденная Программируемость: Встроенная 

изменяемость расширяемой и программируемой 

архитектуры (iRules, iApps и iControl)

Функциональные Возможности: Предоставляют 

Динамическую Доставку приложений от ЦОДа до 

устройства

Масштабируемость и гибкость Приложения: Созданы для 

обеспечения изменяющихся требований 

производительности
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Программные модули F5

Шасси VIPRIONУстройство BIG-IPBIG-IP Виртуальный

Устройства F5

TMOS

ОПТИМИЗАЦИЯ ДОСТУПНОСТЬ БЕЗОПАСНОСТЬ

LTM

DNSAAM

ASM

APM

AFM

Extensibility

Intelligent Services Orchestration
iRules iControl iApps iCallРасширяемость

Система управления BIG-IQ

iRules iControl iApps iCall

• LTM – Балансировка и 

управление трафиком внутри 

ЦОД

• DNS – Управление нагрузкой и 

резервирование для 

распределенных систем

• AAM –Ускорение работы 

приложений

• AFM – Расширенный 

межсетевой экран 

• ASM – Прикладной экран WAF

• APM – управление доступом и 

удаленное подключение
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Application Solutions Setup

iRules extensibility everywhere

Products

Application security 

manager

• Stateful full-proxy firewall

• Логирование и отчетность

• TCP, SSL и HTTP прокси

• Защита от DDoS сетевого 

и сеансового уровня

• Контроль доступа 

пользователей

• Упрощенная аутентификация, 

интеграция в инфраструктуру

• Защита пользовательских 

устройств, безопасный 

удаленный доступ

• Высокая производительность и 

масштабируемость

• Ведущий контроллер 

доставки приложений

• Производительность 

приложений

• Мониторинг доступности 

приложений

• Ведущий web application 

firewall

• Совместимость со 

стандартом PCI

• Virtual patching for 

vulnerabilities

• DDoS защита HTTP

• Защита IP

• Полномасштабное 

решение DNS защиты

• Глобальная балансировка 

нагрузки

• Signed DNS responses

• Выгрузка шифрования 

DNS запросов

ICSA-certified 

firewall

Application 

delivery controller

Web Application 

Firewall

Access 

control

DDoS 

mitigation

SSL 

inspection

DNS 

security

Local Traffic ManagerAccess Policy ManagerAdvanced Firewall Manager DNS
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RISK BASED EVERY APP

CONTEXT AWARE

Why?
F5 SECURITY VISION



How?
FAST, SECURE PROXY

UP TO 1.2 TBPS

unknown validated



What?
SAFE AND DEDICATED 

ACCESS

VALIDATED USER AND PROTOCOL BEHAVIOUR 

unknown
user

validated 
user



What?
ENDPOINT 

AWARENESS

IDENTIFY AND BLOCK MISBEHAVING ENDPOINTS

unknown
devices

safe
devices



What?
PROTOCOL AWARE

SECURITY UP TO LAYER 7

unknown
requests

safe
requests

?



What?
INCREASED AVAILABILITY

ADAPTIVE LEARNING OF GOOD TRAFFIC 

unknown
traffic

safe
traffic



Stolen user 

credentials/

fraud

Phishing Network 

DDoS attacks
Application 

vulnerability 

exploits

Recon.

port scan

Attacks 

against SSL 

vulnerabilities

DNS amplification/

cache poisoning

Application 

DDoS attacks
Botnet/

SPAM

Man-in-the-

middle

Man-in-the-

browserMalware

Business logic 

abuse

DATADATA

OWASP Top 10





Typical Network Security



70%

Privacy and security concerns are driving encrypted

traffic growth, which is expected to represent

70 percent of all Internet traffic this year. 

Sandvine, “Global Internet Phenomena Spotlight,” 2016



making the security tools you trust and rely on less effective

DLP

Fire-
walls

Anti
Virus

APT
IDS/
IPS



DLP

Fire-
walls

Anti
Virus

APT
IDS/
IPS

making the security tools you trust and rely on less effective



Privacy and security concerns are driving

encrypted traffic growth, which is expected to

represent 70 percent of all Internet traffic this year.

Threat Defense

No SSL Support

Next-Gen Firewall

Performance Impact

Next-Gen IPS

Performance Impact

%100

%79

%75

NSS Labs, “SSL Performance Problems,” 2016
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Herculon SSL Orchestrator
Provides decryption and encryption of SSL traffic, enabling traffic inspection

© 2016 F5 Networks 65
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The SSL Visibility Vision

© 2016 F5 Networks 66
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Policy-Based Dynamic Service Chaining

© 2016 F5 Networks 67
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Security service chaining

Create services

Inline 

Layer 2

Inline 

Layer 2

Inline 

Layer 3

Receive

Only

DLP

ICAP

Inline 

Layer 2

Chain services

Inline 
Layer 3

Inline 
Layer 2

Receive
Only

DLP
ICAP

Inline 
Layer 3

Inline 
Layer 2

Receive
Only

Inline 
Layer 3

DLP
ICAP

Receive
Only

Select services

Source

Addr

Dest

Addr
IP Geo

Host

Name

IPI

Cat

URLF

Cat

Dest

Port

Proto

Traffic

Classifier

Engine

Packet
Chain
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Service Chaining

© 2016 F5 Networks 69
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SSL Orchestrator Partner Solutions

• Cisco
• F5 BIG-IP and Cisco ASA FirePOWER: Using the SSL 

Intercept with Service Chaining iApps Template v1.5

• FireEye
• F5 BIG-IP and FireEye NX: Using SSL Intercept with Service 

Chaining iApps Template v1.5

• Symantec
• F5 BIG-IP System with Symantec DLP: Using SSL Intercept 

with Service Chaining iApps Template v1.5

• Ixia
• F5 BIG-IP and Ixia iBypass Switch (coming soon)

• Palo Alto Networks
• F5 BIG-IP and Palo Alto Networks Next-Generation Firewall: 

Using the SSL Intercept with Service Chaining iApps
Template v1.5 (coming soon)

https://hive.f5.com/docs/DOC-41336
https://hive.f5.com/docs/DOC-41209
https://hive.f5.com/docs/DOC-40893


with centralized SSL decryption 

across multiple security tools

provide ease of integration with 

unique network topologies

based on context-based policy to 

efficiently deploy security



All-in-one solution designed to deliver 

increased visibility into encrypted traffic

Converts customer to the “new security stack”

Leverages and augments existing security investments 

Provides context-aware dynamic service chaining 

Enables easy service insertion 

SSL Orchestrator

Comprehensive DDoS protection, 

tightly-integrated on-premises and cloud 

Simplified user interface

Multi-technique network protection

Designed specifically for application protection

Intelligently integrates off-site cloud scrubbing

DDoS Hybrid Defender






